
 
 

 

¢Ƙƛǎ ǇǊƻƧŜŎǘ Ƙŀǎ ǊŜŎŜƛǾŜŘ ŦǳƴŘƛƴƎ ŦǊƻƳ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΩǎ IƻǊƛȊƻƴ нлнл ǊŜǎŜŀǊŎƘ 
and innovation programme under grant agreement No 731993. 

 

 

 

 
  

 

 

Grant Agreement Number: 731993 
 

Project acronym: AUTOPILOT 

 
Project full title: AUTOmated driving Progressed by Internet Of Things 

 

D1.8 
FINAL SPECIFICATION OF COMMUNICATION SYSTEM FOR 

IoT ENHANCED AD  
  
 

Due delivery date: 30/09/2019 
Actual delivery date: 30/09/2019 

 
Organization name of lead participant for this deliverable: TIM 

 

 

Dissemination level 

PU Public X 

PP Restricted to other programme participants (including the Commission Services)  

RE 
Restricted to a group specified by the consortium (including the Commission 
Services) 

 

CO 
Confidential, only for members of the consortium (including the  Commission 
Services) 

 



 
 

2 

Document Control Sheet 

 

Deliverable number: D1.8 

Deliverable responsible: TIM 

Work package: WP1 (Task: T1.4 Communication Specification) 

Editor: TIM 

 

Author(s) ς in alphabetical order 

Name Organisation E-mail 

Federico Bianco Levrin TIM federico.biancolevrin@telecomitalia.it 

Ezio Chiocchetti TIM ezio.chiocchetti@telecomitalia.it 

Anna Maria Fiammengo TIM annamaria.fiammengo@telecomitalia.it 

Fabrizio Gatti TIM fabrizio1.gatti@telecomitalia.it 

Ovidiu Vermesan SINTEF ovidiu.vermesan@sintef.no 

Roy Bahr SINTEF roy.bahr@sintef.no 

Daniele Brevi LINKS (formerly ISMB) daniele.brevi@linksfoundation.it 

Mariano Falcitelli CNIT mariano.falcitelli@cnit.it 

Sandro Noto CNIT sandro.noto@cnit.it 

Alexandre Petrescu CEA alexandre.petrescu@cea.fr 

Mariana Sarr CEA mariama.sarr@cea.fr 

Johan Scholliers VTT Johan.Scholliers@vtt.fi 

Geraldo Daalderop NXP gerardo.daalderop@nxp.com 

Vincent Martinez NXP Vincent.Martinez@nxp.com 

 
 
 
 

  



 
 

3 

 

Document Revision History 

Version Date Modifications Introduced 

  Modification Reason Modified by 

V0.1 11/10/18 Table of Contents TIM 

V0.2 15/10/18 Table of Contents updated on the 
base of calls discussions 

TIM 

V0.3 16/10/18 Comments on deliverable 
structure 

NXP 

V0.4 23/01/19 Section 2 updates TIM  

V0.5 24/01/19 Contribution to section 2 ς PS 
Italy 

LINKS, CNIT 

V0.6 30/01/19 Section 1 first draft TIM 

V0.65 05/02/19 Review of Finnish site data VTT 

V0.66 14/02/19 ¶ Contributions on 
recommendations for 
communication requirements 

¶ Revision/integration of French 
PS data  

¶ New articulation for 3.2 section 

SINTEF, CEA 

V0.69 13/03/19 Domain-specific IoT protocols 
(section 3.2.5.3) 

SINTEF 

V0.7 07/05/19 Chapter 3 first draft TIM 

V0.85 08/05/19 Review of Chapters: 2 and 3 TIM, CEA, CNIT 

V0.86 13/05/19 Chapter 3 review TIM, CEA 

V0.9 15/05/19 Final draft for internal review 
with Executive Summary and 
Conclusions 

TIM 

V0.91 18/06/19 Update (section 2.8 and 3.2) SINTEF 

V0.92 28/06/19 Update chapter 2 and chapter 3 
according to the reviews. 
Final deliverable revision. 

TIM, Pilot Sites leaders 
 
TIM 

 

Abstract 

This document presents the specification of requirements concerning communication means and 
the capabilities necessary for IoT and AD use case ς final release 

 
Legal Disclaimer 
 

The information in this document is provided άŀǎ ƛǎέΣ ŀƴŘ ƴƻ ƎǳŀǊŀƴǘŜŜ ƻǊ ǿŀǊǊŀƴǘȅ ƛǎ ƎƛǾŜƴ ǘƘŀǘ ǘƘŜ 
information is fit for any particular purpose. The above referenced consortium members shall have 
no liability for damages of any kind including without limitation direct, special, indirect, or 
consequential damages that may result from the use of these materials subject to any liability which 
is mandatory due to applicable law. © 2017 by AUTOPILOT Consortium.  

 
  



 
 

4 

Abbreviations and Acronyms 
Acronym Definition 

3GPP Third Generation Partnership Project 

5GAA 5G Automotive Alliance 

3G, 4G, 5G 3GPP mobile technologies 

6LoWPAN IPv6 over Low-Power Wireless 
Personal Area Networks. 

AAS Active Antenna System 

AD Automated Driving  

ADASIS Advanced Driver Assistance System 

AE Application Entity 

AIOTI Alliance for IoT Innovation 

BC Business Case 

BLE Bluetooth LowEnergy 

BTS Base Transceiver Station   

CA Carrier Aggregation 

CAM Cooperative Awareness Message 

CC Component Carrier 

CEN European Committee for 
Standardization 

C-ITS Cooperative ITS 

CR Communication Requirements 

CSE Common Services Entity 

CSI Channel State Information 

CSMA Carrier sense multiple access 

C-V2X Cellular V2X 

D2D Device-to-Device 

DENM Distributed Environmental Notification 
Message 

DITCM Dutch Integrated Testsite Cooperative 
Mobility 

DL Downlink 

DM RS Demodulation Reference Signal 

eMTC enhanced Machine Type 
Communication 

eNodeB Evolved Node B 

E2E End-to-End 

EC European Commission 

EN European Standard 

ERM EMC and Radio Spectrum Matters 

ETSI European Telecom Standardisation 
Institute 

EG ETSI Guide 

ES ETSI Standard 

FD-MIMO Full-Dimension MIMO  
Carrier Aggregation 

GN GeoNetworking 

GSM Global System for Mobile 
Communications (3GPP technology) 



 
 

5 

Acronym Definition 

IEEE Institute of Electrical and Electronics 
Engineers 

IETF Internet Engineering Task Force 

IMT- Advanced International Mobile 
Telecommunications-Advanced 

IoT Internet of Things  

ISO International Organization for 
Standardization 

IP Internet Protocol 

ITS Intelligent Transport Systems 

ITU-R International Telecommunication 
Union Radio Sector 

KA Knowledge Area 

KPI Key Performance indicator 

LDM Local Dynamic Map 

LTE Long Term Evolution (3GPP 
technology) 

LTE-A LTE-Advanced 

LTN Low Throughput Networks 

LoRa Long Range 

M2M Machine-to-Machine 

MaaS Mobility as a Service 

MAP map data 

Mca, Mcc, Mcn oneM2M standard interfaces 

MCT Machine Type Communication 

MIMO Multiple Input/Multiple Out 

MQTT Message Queuing Telemetry Transport 

NB-IoT Narrow Band Internet of Things 

NFC Near Field Communications 

NGSI Next Generation Service Interfaces 

NSE Network Services Entity 

OCB Outside the Context of a BSS 

OFDM Orthogonal frequency-division 
multiplexing 

OMA Open Mobile Alliance 

OBU On-Board-Unit 

oneM2M Organization to develop technical 
specifications for Machine-to-Machine 
and Internet of Things services 

PC5 interface between two UEs 

PDU Packet Data Unit 

PF Platform 

PS Pilot Site 

QoS Quality of Service 

RF Radio Frequency 

RFID Radio Frequency Identification 

RSU Road Side Unit 

SPAT Signal Phase and Time 



 
 

6 

Acronym Definition 

TC Technical Committee 

TCC Traffic Control Center 

TM Transmission Mode   

TR Technical Report 

TS Technical Specification 

TTT Transport and Traffic Telematics 

TX Transmission 

UC Use case 

UE User Equipment 

UL Uplink 

Uu UMTS Air Interface 

V2X, V2E, V2I, V2V, V2N, V2C, V2G, 
V2P, V2H, V2D, V2M, V2U, V2O 

Vehicle-to: X= Everything, 
E=Environment, I=Infrastructure, V= 
Vehicle, N=Network, C=Cloud/Edge, 
G=Grid, P=Pedestrian, H=Home, D= 
Device, M=Maintenance, U=User, 
O=Owner 

VRU Vulnerable Road User 

WAN Wide Area Network 

WG Working Group 

WP Working Package 

 
 

  



 
 

7 

Table of Contents 

EXECUTIVE SUMMARY .................................................................................................... 11 

1 INTRODUCTION ....................................................................................................... 12 

1.2 Purpose of document ........................................................................................................................ 12 

1.3 Intended Audience ............................................................................................................................ 12 

1.4 Process .............................................................................................................................................. 12 

1.5 Outline of the document ................................................................................................................... 12 

2 PILOT SITES TELECOMMUNICATIONS INFRASTRUCTURE ........................................... 14 

2.1 Information gathering process description ........................................................................................ 14 

2.2 Pilot site Finland - Tampere ............................................................................................................... 15 

2.3 Pilot site France - Versailles ............................................................................................................... 17 

2.4 Pilot site Italy - Livorno ...................................................................................................................... 19 

2.5 Pilot site Netherlands ς Brainport ..................................................................................................... 21 

2.6 Pilot site Spain ς Vigo ........................................................................................................................ 25 

2.7 Pilot site South Korea ........................................................................................................................ 27 

2.8 Communication infrastructure summarised ...................................................................................... 27 

3 COMMUNICATION SPECIFICATION ς FINAL RELEASE ................................................ 29 

3.1 Communication requirements ........................................................................................................... 29 
3.1.1 Communication requirements mapping ............................................................................................. 29 
3.1.2 Communication requirements identification final release ................................................................. 30 

3.1.2.1 Communication requirements global analysis ........................................................................... 30 
3.1.2.2 Final list of Communication Requirements per Use Cases ......................................................... 31 
3.1.2.3 Gap analysis ................................................................................................................................ 33 

3.2 Communication Protocols ................................................................................................................. 34 
3.2.1 /CLh ŀƴŘ /ChL ŎƻƳƳǳƴƛŎŀǘƛƻƴ ǇǊƻǘƻŎƻƭ ό/!a ƻǾŜǊ άŜƳǇǘȅ .¢tέ ƻǾŜǊ άŜƳǇǘȅ DŜƻbŜǘǿƻǊƪƛƴƎέ ƻǾŜǊ 
802.11-OCB or CAM over UDP over IPv6 over Ethernet) ................................................................................. 34 

3.2.1.1 How can CFIO and CFOI enhance the IoT and AD Capabilities? ................................................. 35 
3.2.1.2 Topology for CFIO and CFOI ....................................................................................................... 36 
3.2.1.3 Message exchange for CFIO and CFOI ........................................................................................ 36 
3.2.1.4 Implementation aspects for CFIO and CFOI ............................................................................... 37 

3.2.2 V2V communication protocols (RIO, Prefix Propagation, IPv6 over IEEE 802.11-OCB) ...................... 39 
3.2.2.1 How can V2V communication protocol enhance IoT and AD Capabilities? ............................... 39 
3.2.2.2 Topology for V2V ........................................................................................................................ 39 
3.2.2.3 Message exchange for V2V ........................................................................................................ 41 
3.2.2.4 Implementation aspects for V2V ................................................................................................ 42 

3.2.3 V2I communication protocol (DIASER over UDP over IPv4 over 4G, DIASER over UDP over IPv4 over 



 
 

8 

Ethernet, DIASER over UDP over IPv4 over 802.11-OCB) ................................................................................. 43 
3.2.3.1 How can V2I communication protocols enhance IoT and AD Capabilities? ............................... 43 
3.2.3.2 Topology for V2I ......................................................................................................................... 43 
3.2.3.3 Message exchange for V2I .......................................................................................................... 44 
3.2.3.4 Implementation aspects for V2I ................................................................................................. 45 

3.2.4 3GPP C-V2X protocol (3GPP Rel-14 LTE V2X) ...................................................................................... 45 
3.2.4.1 {ƛŘŜ [ƛƴƪ 5ƛǊŜŎǘ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ƻƴ άt/рέ ƛƴǘŜǊŦŀŎŜ ................................................................. 46 
3.2.4.2 C-V2X upper layers supporting the ITS-Station .......................................................................... 49 

3.2.5 IoT-specific communication protocols ................................................................................................ 51 
3.2.5.1 6lowPAN communication protocol ............................................................................................ 51 
3.2.5.2 Narrow-Band IoT protocol .......................................................................................................... 51 
3.2.5.3 Domain-specific IoT protocols .................................................................................................... 51 

3.2.6 Recommendations for next generation communication protocols .................................................... 54 
3.2.6.1 From IEEE 802.11p to IEEE 802.11NGV and 802.11BD [22] ....................................................... 54 
3.2.6.2 ITS-G5 evolutions ........................................................................................................................ 55 
3.2.6.3 5G with V2X, CAM over IP over 5G (CEA) ................................................................................... 55 

4 CONCLUSIONS ......................................................................................................... 57 

5 ANNEXES ................................................................................................................. 58 

5.1 Specific information provided by PS .................................................................................................. 58 
5.1.1 France .................................................................................................................................................. 58 

5.2 Communication Requirements global analysis reference table ......................................................... 59 

6 REFERENCES ............................................................................................................ 81 
 

  



 
 

9 

 

List of Figures 
Figure 1 - Architecture Overview for all use cases (Finland) ................................................................................ 16 
Figure 2 - Architecture Overview for all use cases (France) ................................................................................. 18 
Figure 3 - Architecture Overview for all use cases (Italy) ..................................................................................... 20 
Figure 4 - Architecture Overview for Urban Driving (NED) ................................................................................... 22 
Figure 5 - Architecture Overview for Automated Valet Parking (NED) ................................................................. 22 
Figure 6 - Architecture Overview for Highway Pilot (NED) ................................................................................... 23 
Figure 7 - Architecture Overview for Platooning (NED) ........................................................................................ 24 
Figure 8 - Architecture Overview for real-time car sharing (NED) ........................................................................ 24 
Figure 9 - Architecture Overview for all use cases (Spain) ................................................................................... 26 
Figure 10: Gateworks Ventana SBC (VBOARD) embedded in each VFLEX ............................................................ 35 
Figure 11: Topology for CFIO/CFOI communication protocol .............................................................................. 36 
Figure 12: Implementation of ETSI CAM in Versailles PS (CFIO/CFOI communication protocol) ......................... 38 
Figure 13: Input CAM for cfioApp and cfoiApp ..................................................................................................... 38 
Figure 14: IPv6 configuration for handling CFIO/CFOI communication protocol ................................................. 39 
Figure 15: V2V communication for three (3) VFLEXs ς Platooning ....................................................................... 40 
Figure 16: method chosen for frequency setup to handle Platooning ................................................................. 40 
Figure 17: Topology for V2I communication in Versailles PS ............................................................................... 44 
Figure 18: C-V2X complementary transmission modes ........................................................................................ 46 
Figure 19: Full C-ITS stack for C-V2X in the ITS-Station architecture .................................................................... 50 
Figure 20: Autonomous vehicle domains of interaction and communication channels ...................................... 52 
Figure 21 Parking detector (ONESITU) used on car sharing stations .................................................................... 58 

 
  



 
 

10 

List of Tables 
Table 1 Pilot Site Communication Infrastructure ................................................................................................. 14 
Table 2 - Pilot Site Communication Infrastructure (Finland) ................................................................................ 16 
Table 3 - Pilot Site Communication Infrastructure (France) ................................................................................. 18 
Table 4 - Pilot Site Communication Infrastructure (Italy) ..................................................................................... 20 
Table 5 - Pilot Site Communication Infrastructure (NED) ..................................................................................... 25 
Table 6 - Pilot Site Communication Infrastructure (Spain) ................................................................................... 26 
Table 7 ς Communication Infrastructure per Use Case (European Pilot Sites) .................................................... 27 
Table 8 ς 5ŜƭƛǾŜǊŀōƭŜ 5мΦтΩǎ /w ƳŀǇǇƛƴƎ ǇŜǊ ¦/ ................................................................................................. 29 
Table 9 ς New CR mapping per UC ....................................................................................................................... 30 
Table 10 ς General Requirements ........................................................................................................................ 31 
Table 11 ς Automated Valet Parking UC Requirements ....................................................................................... 31 
Table 12 ς Highway Pilot UC Requirements ......................................................................................................... 31 
Table 13 ς Platooning UC Requirements .............................................................................................................. 32 
Table 14 ς Urban Driving UC Requirements ......................................................................................................... 32 
Table 15 ς Car Sharing UC Requirements ............................................................................................................. 33 
Table 16 ς Technical parameters of C-V2X Rel. 14 (LTE-V2X) ............................................................................... 47 
Table 17 ς Comparison of regulatory sensitivity and LTE V2V sensitivity (TR 36.786 V14.0.0 (2017-03) Section 

5.3.1.1) ......................................................................................................................................................... 49 
Table 18 ς Spectrum Emission limit (3GPP TS 36.101 V14.7.0 (2018-03) Section 6.6.2.2.4) ................................ 49 

 



 
 

11 

9ȄŜŎǳǘƛǾŜ {ǳƳƳŀǊȅ  

This deliverable, D1.8, identifies the final list of the requirements and the protocols concerning 
communication aspects necessary to implement the Internet of Things (IoT) and Automated Driving 
(AD) use cases tested in AUTOPILOT. It must be delivered in M33 and it has been produced based on 
WP2 and WP4 data and information. 
 
The main target of the AUTOPILOT project is leveraging IoT to have progress in AD.  This document is 
an outcome of T1.4 activities and it consists of inputs received by all participant organizations of the 
task. As various participants span a wide range of technical domains, the document reflects this in 
the sense that it covers various communication domains in the field of AD and IoT.  
 
IoT is a dynamic global network infrastructure with self-configuring capabilities based on standard 
and interoperable communication protocols. Physical and virtual things have identities, physical 
attributes, virtual personalities, use intelligent interfaces and are seamlessly integrated into the 
information network. The IoT brings a new paradigm where the devices are things that are 
connected and communicating with other things. The interaction will be with a heterogeneous 
continuum of users, things and real physical events and the Internet is the common convergence 
connectivity capability, replacing the previously independent systems.  
The concept of Internet of Vehicles (IoV), or Vehicle-to-Everything (V2X) communications applied for 
autonomous transportation and mobility applications, requires creating mobile ecosystems. Those 
are based on trust, security, convenience to connectivity services and transportation applications in 
order to ensure security, mobility and convenience to consumer-centric transactions/services. In this 
context for autonomous vehicle applications, five communication domains are defined covering the 
communications of vehicle to everything (V2X) that includes vehicle to infrastructure (V2I), vehicle to 
pedestrian (V2P), vehicle to device (V2D) vehicle to grid (V2G) and vehicle to vehicle (V2V) as 
important communication building blocks of the IoT ecosystems. 
 
The specification described in this document was carried out following a process that included 
several meetings amongst task partners.  
In the first phase, the group addressed an information collection activity focusing on a general 
overview of the communication infrastructures really deployed within the various pilot sites.  
In the second phase, starting with the results of D1.7 [1] and considering the tests and test results of 
the pilot sites, the following was carried out:  

¶ An assessment of the communication requirements and related KPIs actually 
implemented in the various use cases, in order to identify the relevant ones 

¶ An overview of all communication protocols required to implement advanced IoT Active 
Directory use cases. 

 
On the base of all the above considerations, the Communication Requirements identified in [1] have 
been implemented in PS and verified in compliance with the forecasted KPIs. Only CRs 34, 38 and 39 
should be considered as not relevant.   
 
Relating communications protocol, a complete survey has been provided focusing on all the levels of 
architecture. For standard protocols, a reference to the standard document has been provided.  
The description of protocol (if not available on other sources) or a reference to a description 
document has been provided for non-standard protocols. 
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1 Introduction 

1.2 Purpose of document 

This document represents the Deliverable D1.8 άFinal specification of Communication System for IoT 
ŜƴƘŀƴŎŜŘ !5έΣ second ƻǳǘǇǳǘ ŎŀǊǊƛŜŘ ƻǳǘ ǿƛǘƘƛƴ ¢ŀǎƪ мΦп ά/ƻƳƳǳƴƛŎŀǘƛƻƴ {ǇŜŎƛŦƛŎŀǘƛƻƴέ ƻŦ ǇǊƻƧŜŎǘ 
AUTOPILOT. According to project Technical Annex, the D1.8 ǇǳǊǇƻǎŜ ƛǎ ǘƻ ǇǊŜǎŜƴǘ ǘƘŜ ά{ǇŜŎƛŦƛŎŀǘƛƻƴ 
of requirements concerning communications means and in particular the capabilities necessary for 
Lƻ¢ ŀƴŘ !5 ǳǎŜ ŎŀǎŜǎΦ Cƛƴŀƭ wŜƭŜŀǎŜ ƻƴ ǘƘŜ ōŀǎƛǎ ƻŦ Ǉƛƭƻǘ ǎƛǘŜ ŜȄǇŜǊƛŜƴŎŜέ.  
The information presented in D1.8 on communication requirements, technology and standards are 
related to what has been implemented in each pilot site; the document has been distributed to and 
checked by PSs leaders. 
 

1.3 Intended Audience 

This deliverable D1.8 is a Public document and therefore the intended audience for this document is 
considered to be anyone that is interested in Communication System requirements and capabilities 
applied in automated driving progressed by IoT.  
Within the AUTOPILOT project, the main intended audience for this deliverable is considered to be 
all the AUTOPILOT participants and in particular, the AUTOPILOT participants involved in WP4 
άEvaluationέ and in WP5 άCommunication, Dissemination and Exploitationέ. 
 

1.4 Process 

The specification described in this document was carried out following a process that included 
several meetings amongst task partners.  
In the first phase, the group addressed an information collection activity focusing on a general 
overview of the communication infrastructures really deployed within the various pilot sites. In a 
second phase, starting from the results of D1.7 [1] and considering the tests and the outcomes of 
the pilot sites trials, the following was carried out:  

¶ An assessment of the communication requirements and related KPIs actually 
implemented in the various use cases, in order to identify the relevant ones 

¶ An overview of all communication protocols required to implement advanced IoT Active 
Directory use cases. 

 

1.5 Outline of the document 

The deliverable has been organized into four chapters: 
 

¶ /ƘŀǇǘŜǊ м άLƴǘǊƻŘǳŎǘƛƻƴέ ŘŜŦƛƴŜǎ ǘƘŜ ǎŎƻǇŜ ƻŦ ǘƘŜ ŘƻŎǳƳŜƴǘ ŀƴŘ ǘƘŜ ŦƻƭƭƻǿŜŘ ŀǇǇǊƻŀŎƘ  

¶ /ƘŀǇǘŜǊ н άtƛƭƻǘ {ƛǘŜǎ ǘŜƭŜŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜέ ŀƛƳǎ ǘƻ ǇǊƻǾƛŘŜ ŀ ŎƻƳǇƭŜǘŜ 

ǊŜǇǊŜǎŜƴǘŀǘƛƻƴ ƻŦ ǘƘŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ǊŜŀƭƭȅ ƛƳǇƭŜƳŜƴǘŜŘ ƛƴ ǘƘŜ ǾŀǊƛƻǳǎ 

Ǉƛƭƻǘ ǎƛǘŜǎ ǘƻ Ǌǳƴ ǘƘŜ !¦¢htL[h¢ ǘǊƛŀƭǎΦ ¢Ƙƛǎ ǿŀǎ ŘƻƴŜ ƻƴ ǘƘŜ ōŀǎŜ ƻŦ ǘƘŜ ƎŜƴŜǊŀƭ 

ŘŜǎŎǊƛǇǘƛƻƴ ǇǊƻǾƛŘŜŘ ƛƴ 5мΦт ǎŜŎǘƛƻƴ н ά!¦¢htL[h¢ tǊƻƧŜŎǘ ŜŎƻǎȅǎǘŜƳέΣ ǘƘŜ 

ŎƻƳƳǳƴƛŎŀǘƛƻƴ ǘŜŎƘƴƻƭƻƎƛŜǎ ǊŜǾƛŜǿ ŀƴŘ ŘŜǎŎǊƛǇǘƛƻƴ ǇǊƻǾƛŘŜŘ ƛƴ 5мΦт ǎŜŎǘƛƻƴ о ŀƴŘ ŀ 

ǊŜŦŜǊŜƴŎŜ ŦǊŀƳŜǿƻǊƪ ōŀǎŜŘ ƻƴ ŀ ǇǊŜ-ŎƻƴŦƛƎǳǊŜŘ ŦƻǊƳŀǘ ŘŜǎƛƎƴŜŘ ǘƻ ŎƻƭƭŜŎǘ 

ƘƻƳƻƎŜƴŜƻǳǎ ƛƴŦƻǊƳŀǘƛƻƴ ŀƳƻƴƎǎǘ Ǉƛƭƻǘ ǎƛǘŜǎ 

¶ /ƘŀǇǘŜǊ о ǊŜǇƻǊǘǎ ǘƘŜ Ŧƛƴŀƭ ǊŜƭŜŀǎŜ ƻŦ ǘƘŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ǎǇŜŎƛŦƛŎŀǘƛƻƴǎΦ ¢ƘŜ Ǝƻŀƭǎ ƻŦ ǘƘƛǎ 

ǎŜŎǘƛƻƴ ŀǊŜΥ  
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o ǘƻ ŦǊŜŜȊŜ ǘƘŜ Ŧƛƴŀƭ ƭƛǎǘ ƻŦ ǘƘŜ ǊŜƭŜǾŀƴǘ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ ǘƘŜ Lƻ¢ 

!5 ǳǎŜ ŎŀǎŜǎΣ ōŀǎƛƴƎ ƻƴ ǘƘŜ ŜȄǇŜǊƛŜƴŎŜ ƎŀƛƴŜŘ ōȅ ǘƘŜ ǘŜǎǘǎ ŎŀǊǊƛŜŘ ƻǳǘ ǿƛǘƘƛƴ 

!¦¢htL[h¢ tƛƭƻǘ {ƛǘŜǎ 

o ǘƻ ƛŘŜƴǘƛŦȅ ŀ ƭƛǎǘ ƻŦ ǘƘŜ ǇǊƻǘƻŎƻƭǎ ǘƻ ǳǎŜΣ ƛƴ ƻǊŘŜǊ ǘƻ ǎǳǇǇƻǊǘ !5 Lƻ¢ ōŀǎŜŘ ¦ǎŜ 

/ŀǎŜǎ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ŎƻƴǎƛŘŜǊƛƴƎ tƛƭƻǘ {ƛǘŜǎ ŜȄǇŜǊƛŜƴŎŜǎΦ CƻǊ ǎǘŀƴŘŀǊŘ 

ǇǊƻǘƻŎƻƭǎΣ ŀ ǊŜŦŜǊŜƴŎŜ ǘƻ ǘƘŜ ǎǘŀƴŘŀǊŘ ŘƻŎǳƳŜƴǘ ǿƛƭƭ ōŜ ǇǊƻǾƛŘŜŘ όƛƴ Ŏƻ-

ƻǊŘƛƴŀǘƛƻƴ ǿƛǘƘ ǘŀǎƪ рΦр ŀŎǘƛǾƛǘƛŜǎύΦ ¢ƘŜ ŘŜǎŎǊƛǇǘƛƻƴ ƻŦ ǇǊƻǘƻŎƻƭ όƛŦ ƴƻǘ ŀǾŀƛƭŀōƭŜ 

ƻƴ ƻǘƘŜǊ ǎƻǳǊŎŜǎύ ƻǊ ŀ ǊŜŦŜǊŜƴŎŜ ǘƻ ŀ ŘŜǎŎǊƛǇǘƛƻƴ ŘƻŎǳƳŜƴǘ ǿƛƭƭ ōŜ ǇǊƻǾƛŘŜŘ ŦƻǊ 

ƴƻƴ-ǎǘŀƴŘŀǊŘ ǇǊƻǘƻŎƻƭǎΦ {ƛƴŎŜ 5мΦу ƛǎ ǇǳōƭƛŎ ƴƻ ŎƻƴŦƛŘŜƴǘƛŀƭ Řŀǘŀ ǿƛƭƭ ōŜ ǇǊƻǾƛŘŜŘ 

¶ CƛƴŀƭƭȅΣ /ƘŀǇǘŜǊ п ǊŜǇƻǊǘǎ ǘƘŜ ŎƻƴŎƭǳǎƛƻƴǎ ŦƻǊ ŀƭƭ ǘƘŜ ǿƻǊƪ ŘƻƴŜΦ  
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2 Pilot Sites telecommunications infrastructure 

On the base of both the general description provided ƛƴ 5мΦт ǎŜŎǘƛƻƴ н άAUTOPILOT Project 
ecosystemέ ŀƴŘ ǘƘŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ǘŜŎƘƴƻƭƻƎƛŜǎ ǊŜǾƛŜǿ ŀƴŘ ŘŜǎŎǊƛǇǘƛƻƴ ǇǊƻǾƛŘŜŘ ƛƴ 5мΦт ǎŜŎǘƛƻƴ о 
άCommunication technologies review and descriptionέ, D1.8 provides for each pilot site a complete 
representation of the communication infrastructure really implemented. 
In order to collect homogeneous information amongst the pilot sites, a reference framework based 
on tables and a pre-configured format to distribute to pilot sites leaders was designed.  
 
This section aims to provide a complete representation of the communication infrastructures really 
implemented in each pilot site during AUTOPILOT project.  
 

2.1 Information gathering process description 

In order to collect complete information amongst the various pilot sites, a reference framework, 
based on both: ǘƘŜ ƎŜƴŜǊŀƭ ŘŜǎŎǊƛǇǘƛƻƴ ǇǊƻǾƛŘŜŘ ƛƴ 5мΦт ǎŜŎǘƛƻƴ н άAUTOPILOT Project ecosystemέ 
and the communication technologies review and description provided in D1.7 section 3 
άCommunication technologies review and descriptionέ, has been designed (please refer to [1]).  
The framework is represented by the following table: 

 

Table 1 Pilot Site Communication Infrastructure 

 

Technology Name 

U
S

E
 C

A
S

E
 #

1
 

U
S

E
 C

A
S

E
 #

2
 

U
S

E
 C

A
S

E
 #

n
 

Long Range Wireless Communication Networks    

3GPP 4G (LTE)    

3GPP 4.5G (LTE advanced)    

IoT Wireless communication Technologies    

IEEE 802.15.4    

IEEE 802.11    

3GPP eMTC    

3GPP Extended Coverage GSM    

3GPP NB-IoT    

ETSI Low Throughput Networks (LTN)    

IETF 6LoWPAN/LP-WAN    

Weightless-W/N/P    

LoRaWAN    

Bluetooth Low Energy    

DASH7    

Intelligent Transport Systems wireless technologies    

ETSI ITS G5    

IEEE 802.11-OCB    

LTE Cellular-V2X-Release14    

IP Communication    
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Technology Name 

U
S

E
 C

A
S

E
 #

1
 

U
S

E
 C

A
S

E
 #

2
 

U
S

E
 C

A
S

E
 #

n
 

IP-V4 TCP/UDP    

IP-V6 TCP/UDP    

IoT Protocols    

DDS    

MQTT    

oneM2M standard    

Facilities, Transport and Application Protocols    

ETSI CAM    

ETSI DENM    

ETSI SPaT    

ETSI MAP    

CEN/TS 16157 DATEX II (?)    

Specific application protocol #1     

Specific application protocol #2    

Specific application protocol #n    

 
The information reported in this document has been collected by AUTOPILOT Pilot Site Leaders, and 
it is therefore related to what has been implemented in each pilot site as reported in [2].  
 

 

2.2 Pilot site Finland - Tampere  

In Tampere Pilot site the following use cases were tested. 
 

1. Urban Driving   
The Urban Driving use case requires automated driving vehicles to identify, predict and react 
in an array of complex situations. Fully automated vehicles were tested driving from point A 
to B, without any action from the driver. However, the driver will be able to override and get 
back to manual driving at any time. 
IoT ApplicationĄ VRU detection 
 
 

2. Automated valet parking 
In the Automated Valet Parking (AVP) use case, the driver is able to reserve a parking space 
and to leave the car at some predefined drop-off location. The operations of parking and 
maneuvering the car in the parking area (inside or outside) were managed by the parking 
management system. 
IoT Application Ą Parking management; Parking reservation 
 
 
 

file:///D:/My%20Local%20Documents/P/sv-085574%20AUTOPILOT/7.%20Workdocuments%20(WP-Kluis)/Kluis%20(WPs)/WP1/use_case_storyboards/AUTOPILOT_Use_Case_Finland_170308.pptx
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Figure 1 - Architecture Overview for all use cases (Finland) 

 

Table 2 - Pilot Site Communication Infrastructure (Finland) 

Technology Name 

U
rb

a
n
 D

rivin
g 

A
u
to

m
a

te
d
 V

a
le

t 

P
a

rkin
g 

Long Range Wireless Communication Networks   

3GPP 4G (LTE) X X 

3GPP 4.5G (LTE advanced)   

IoT Wireless communication Technologies   

IEEE 802.15.4   

IEEE 802.11 X X 

3GPP eMTC   

3GPP Extended Coverage GSM   

3GPP NB-IoT   

ETSI Low Throughput Networks (LTN)   

IETF 6LoWPAN/LP-WAN   

Weightless-W/N/P   

LoRaWAN   

Bluetooth Low Energy   

DASH7   

Intelligent Transport Systems wireless technologies   
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Technology Name 

U
rb

a
n
 D

riv
in

g 

A
u
to

m
a

te
d
 V

a
le

t 

P
a

rk
in

g 

ETSI ITS G5   

IEEE 802.11-OCB   

LTE Cellular-V2X-Release14   

IP Communication   

IP-V4 TCP/UDP X X 

IP-V6 TCP/UDP   

IoT Protocols   

DDS X X 

MQTT X X 

oneM2M standard X X 

Facilities, Transport and Application Protocols   

ETSI CAM   

ETSI DENM   

ETSI SPaT   

ETSI MAP   

CEN/TS 16157 DATEX II (?)   

 

2.3 Pilot site France - Versailles  

In Versailles Pilot site the following use cases were tested 
 

1. Urban Driving   
The Urban Driving use case requires automated driving vehicles to identify, predict and react 
in an array of complex situations. Fully automated vehicles were tested driving from point A 
to B, without any action from the driver. However, the driver was able to override and get 
back to manual driving at any time 
IoT Application Ą Connected and automated driving with point of interest notifications 
(audio/video) and VRU detection (collaborative perception). 
 
 

2. Platooning 
The Platooning Use Case is part of the car rebalancing business case. It is closely linked to 
the fleet management system that indicates which vehicles have to be transferred from one 
station to another. The mission planning includes choosing the leading vehicle and the 
follower vehicles. The traffic light assist suggests reference speed in order to minimize the 
waiting time. 
IoT Application Ą Mission planning; Traffic light assist; VRU detection/management 
 
 

3. Real-Time Car Sharing 
The real-time car-sharing use case is offering a car-sharing service for tourists. It also 
supports urban driving and platooning use cases. The use of IoT is expected to assist in 
responding to the demand of having a sufficient number of vehicles in different stations. The 
objective is, on one hand, to increase the quality of service for the users and, on the other 
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hand, to reduce the exploitation costs. 
IoT Application Ą Touristic applications; Localization; Battery level; Charging points; Car 
rebalancing 

 
 

 
Figure 2 - Architecture Overview for all use cases (France)  

 
Table 3 - Pilot Site Communication Infrastructure (France) 

Technology Name 

U
rb

a
n
 D

rivin
g 

P
la

to
o

n
in

g 

R
e

a
l T

im
e
 C

a
r 

S
h
a

rin
g 

Long Range Wireless Communication Networks    

3GPP 4G (LTE) X X X 

3GPP 4.5G (LTE advanced) X X X 

IoT Wireless communication Technologies    

IEEE 802.15.4    

IEEE 802.11 X X X 

3GPP eMTC    

3GPP Extended Coverage GSM    

3GPP NB-IoT    

ETSI Low Throughput Networks (LTN)    

IETF 6LoWPAN/LP-WAN    

Weightless-W/N/P    

LoRaWAN X X X 

Bluetooth X X X 

DASH7    
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Technology Name 

U
rb

a
n
 D

riv
in

g 

P
la

to
o

n
in

g 

R
e

a
l T

im
e
 C

a
r 

S
h
a

rin
g 

RFID X X X 

Intelligent Transport Systems wireless technologies    

ETSI ITS G5    

IEEE 802.11-OCB X X X 

LTE Cellular-V2X-Release14    

IP Communication    

IP-V4 TCP/UDP X X X 

IP-V6 TCP/UDP X X  

IoT Protocols    

DSS    

MQTT X X X 

oneM2M standard X X X 

Facilities, Transport and Application Protocols    

ETSI CAM X X X 

ETSI DENM    

ETSI SPaT    

ETSI MAP    

CEN/TS 16157 DATEX II (?)    

DIASER NF P 99-071-1 G3  X  

 
 

2.4 Pilot site Italy - Livorno  

In Livorno Pilot site the following use cases were tested 
 

1. Urban Driving   
The Urban Driving use case requires automated driving vehicles to identify, predict and react 
in an array of complex situations. Fully automated vehicles were tested approaching an 
ƛƴǘŜǊǎŜŎǘƛƻƴ ǿƛǘƘ ŀ άǎƳŀǊǘέ ǘǊŀŦŦƛŎ ƭƛƎƘǘΣ ǿƛǘƘƻǳǘ ŀƴȅ ŀŎǘƛƻƴ ŦǊƻƳ ǘƘŜ ŘǊƛǾŜǊΦ IƻǿŜǾŜǊΣ ǘƘŜ 
driver could override and get back to manual driving at any time. 
IoT ApplicationĄ Pedestrian detection; Fallen bicycle detection; Pothole detection; Car 
behavior 
  

2. Highway Pilot 
In the Highway Pilot use case, a cloud service merges the sensors' measurements from 
different IoT devices in order to locate and characterize road hazards. The goal was then to 
provide the following vehicles with meaningful warnings and adequate driving 
recommendations to manage the hazards in a safer or more pleasant way. 
IoT Application Ą Puddle detection; Pothole detection; Road works notification; Car 
behavior 
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Figure 3 - Architecture Overview for all use cases (Italy)  

 
Table 4 - Pilot Site Communication Infrastructure (Italy) 

Technology Name 

U
rb

a
n
 D

rivin
g
  

H
igh

w
a

y
 P

ilo
t  

Long Range Wireless Communication Networks   

3GPP 4G (LTE) X X 

3GPP 4.5G (LTE advanced)   

IoT Wireless communication Technologies   

IEEE 802.15.4 X X 

IEEE 802.11 X  

3GPP eMTC   

3GPP Extended Coverage GSM   

3GPP NB-IoT  X 

ETSI Low Throughput Networks (LTN)   

IETF 6LoWPAN/LP-WAN X X 

Weightless-W/N/P   

LoRaWAN   

Bluetooth Low Energy   

DASH7   
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Technology Name 

U
rb

a
n
 D

riv
in

g
  

H
igh

w
a

y
 P

ilo
t  

Intelligent Transport Systems wireless technologies   

ETSI ITS G5 X X 

IEEE 802.11-OCB X X 

LTE Cellular-V2X-Release14 X X 

IP Communication   

IP-V4 TCP/UDP X X 

IP-V6 TCP/UDP   

IoT Protocols    

DSS   

MQTT X X 

oneM2M standard X X 

Facilities, Transport and Application Protocols   

ETSI CAM X X 

ETSI DENM X X 

ETSI SPaT X  

ETSI MAP X  

CEN/TS 16157 DATEX II  X 

 
 

2.5 Pilot site Netherlands ς Brainport 

In Brainport Pilot site the following use cases were tested. 
 

1. Urban Driving   
The main scope is to show how automated driving with vulnerable road users (VRUs) 
detection can be realized using only mobile sensors in 3 different modalities: Crowd 
Estimation & Mobility Analytics using Wi-Fi based measurements, VRU with IoT connected 
smartphone (2-way: warning VRU and info to vehicle) & mobile ITS-G5 units. 
IoT Application Ą Crowd estimation & Mobility analytics; GeoFetching; Rebalancing; VRU 
detection; AD vehicle warning service 
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Figure 4 - Architecture Overview for Urban Driving (NED) 

 
2. Automated Valet Parking 

In the Automated Valet Parking (AVP) use case, the driver is able to leave the car at some 
predefined drop-off location and is able to retrieve it once he/she needs it back. The 
operations of parking and maneuvering the car in the parking area (inside or outside) and 
retrieving it are managed by the parking management system and supported by a Micro Air 
Vehicle (MAV). 
IoT Application Ą crowd detector; object detection; Free parking slot detection 
 
 

 
Figure 5 - Architecture Overview for Automated Valet Parking (NED) 
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3. Highway Pilot 

A cloud service merges the sensors' measurements from different IoT devices in order to 
locate and characterize road hazards. The goal is then to provide the following vehicles with 
meaningful warnings and adequate driving recommendations to manage the hazards in a 
safer or more pleasant way. 
IoT Application Ą Detection of Road Surface Hazards and Obstacles 
 
 

 
Figure 6 - Architecture Overview for Highway Pilot (NED) 

4. Platooning 
The main scope is to show how increased flexibility in platoon maneuvering capabilities can 
be realized, and how it can benefit from the use of IoT technology. Additional achievements 
are the use of IoT data on hard shoulder authorization and availability for platooning, traffic 
light status and request handling, occupancy of bus lanes, etc. 
IoT Application Ą Crowd detector 
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Figure 7 - Architecture Overview for Platooning (NED) 

 
 

5. Real-time Car sharing 
Three levels of car-sharing services: (i) service that finds the closest available car and assigns 
it to a single customer; (ii) ride-sharing, when multiple customers that possibly have 
different origins and destinations share a part of the ride on a common car; (iii) allow 
customers to specify pick-up and drop-off time-windows to increase flexibility and planning. 
IoT Application Ą Vehicle routing; Trip cost estimation 
 
 

 
Figure 8 - Architecture Overview for real-time car sharing (NED) 
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Table 5 - Pilot Site Communication Infrastructure (NED) 

Technology Name 

U
rb

a
n
 D

riv
in

g 

A
u
to

m
a

te
d
 V

a
le

t 

P
a

rk
in

g 

H
ig

h
w

a
y P

ilo
t 

P
la

to
o

n
in

g 

C
a

r s
h

a
rin

g 

Long Range Wireless Communication Networks      

3GPP 4G (LTE) X X X X X 

3GPP 4.5G (LTE advanced)      

IoT Wireless communication Technologies      

IEEE 802.15.4      

IEEE 802.11 X X  X X 

3GPP eMTC      

3GPP Extended Coverage GSM      

3GPP NB-IoT      

ETSI Low Throughput Networks (LTN)      

IETF 6LoWPAN/LP-WAN X   X X 

Weightless-W/N/P      

LoRaWAN      

Bluetooth Low Energy X X  X X 

DASH7      

Intelligent Transport Systems wireless technologies      

ETSI ITS G5 X X  X X 

IEEE 802.11-OCB      

LTE Cellular-V2X-Release14      

IP Communication      

IP-V4 TCP/UDP X X X X X 

IP-V6 TCP/UDP      

IoT Protocols      

DSS      

MQTT   X   

oneM2M standard X X X X X 

Facilities, Transport and Application Protocols      

ETSI CAM X X  X X 

ETSI DENM X X  X X 

ETSI SPaT      

ETSI MAP      

CEN/TS 16157 DATEX II (?)      

 

2.6 Pilot site Spain ς Vigo 

In Vigo Pilot site the following use cases were tested. 
 

1. Urban Driving   
The Urban Driving use case requires automated driving vehicles to identify, predict and react 
in an array of complex situations. Fully automated vehicles were tested driving from point A 
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to B, without any action from the driver. However, the driver was able to override and get 
back to manual driving at any time. 
IoT Application Ą Urban service (Traffic light monitoring/notification); VRU 
(object/pedestrian) detection; Hazard warning 

 
2. Automated Valet Parking 

In the Automated Valet Parking (AVP) use case, the driver is able to leave the car at some 
predefined drop-off location and is able to retrieve it once he/she needs it back. The 
operations of parking and maneuvering the car in the parking area (inside or outside), 
retrieving it, and possibly other additional services, will be managed by the parking 
management system. 
IoT Application Ą Parking management system; VRU (object/pedestrian) detection; Spot 
detection 
 

 
Figure 9 - Architecture Overview for all use cases (Spain) 

 
 

Table 6 - Pilot Site Communication Infrastructure (Spain)  

Technology Name 

U
rb

a
n
 D

rivin
g 

A
u
to

m
a

te
d
 V

a
le

t 

P
a

rkin
g 

Long Range Wireless Communication Networks   

3GPP 4G (LTE) X  

3GPP 4.5G (LTE advanced)   

IoT Wireless communication Technologies   

IEEE 802.15.4   

IEEE 802.11 X X 
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Technology Name 

U
rb

a
n
 D

riv
in

g 

A
u
to

m
a

te
d
 V

a
le

t 

P
a

rk
in

g 

3GPP eMTC   

3GPP Extended Coverage GSM   

3GPP NB-IoT   

ETSI Low Throughput Networks (LTN)   

IETF 6LoWPAN/LP-WAN   

Weightless-W/N/P   

LoRaWAN   

Bluetooth Low Energy   

DASH7   

Intelligent Transport Systems wireless technologies   

ETSI ITS G5 X  

IEEE 802.11-OCB   

LTE Cellular-V2X-Release14   

IP Communication   

IP-V4 TCP/UDP   

IP-V6 TCP/UDP   

IoT Protocols   

DSS   

MQTT   

oneM2M standard X X 

Facilities, Transport and Application Protocols   

ETSI CAM X X 

ETSI DENM X X 

ETSI SPaT X X 

ETSI MAP   

CEN/TS 16157 DATEX II (?)   

 

2.7 Pilot site South Korea 

No information available 
 
 
 

2.8 Communication infrastructure summarised 

Based on the information reported in the previous sections, an overview of the various European 
Pilot Sites is summarised in the table below. The figures in bold indicate the number of technologies 
reported per use case, and the bracket abbreviations give Pilot Site country information. 
 

Table 7 ς Communication Infrastructure per Use Case (European Pilot Sites) 

Technology 
Name 

Urban Driving 
 

(FI, FR, IT, NL, ES) 

Automated 
Valet Parking 

(FI, NL, ES) 

Highway 
Pilot 
(IT, NL) 

Platooning 
 

(FR, NL) 

Car 
sharing 
(FR, NL) 

SUM 
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Long Range Wireless Communication Networks: 

3GPP 4G (LTE) 5  
(FI, FR, IT, NL, ES) 

2  
(FI, NL) 

2 
(IT, NL) 

2  
(FR, NL) 

2  
(FR, NL) 

13 

3GPP 4.5G (LTE 
advanced) 

1  
(FR) 

- - 1  
(FR) 

1  
(FR) 

3 

IoT Wireless communication Technologies: 

IEEE 802.15.4 1 
(IT) 

- 1 
(IT) 

- - 2 

IEEE 802.11 4  
(FI, FR, IT, NL) 

2  
(FI, NL) 

- 2  
(FR, NL) 

2  
(FR, NL) 

10 

IETF 6LoWPAN/ 
LP-WAN 

2 
(IT, NL) 

- 1 
(IT) 

1 
(NL) 

1 
(NL) 

5 

LoRaWAN 1  
(FR) 

- - 1  
(FR) 

1  
(FR) 

3 

Bluetooth/BLE 2  
(FR, NL) 

1 
(NL) 

- 2  
(FR, NL) 

2  
(FR, NL) 

7 

RFID 1  
(FR) 

- - 1  
(FR) 

1  
(FR) 

3 

3GPP NB-IoT - - 1 
(IT) 

- - 1 

Intelligent Transport Systems wireless technologies: 

ETSI ITS G5 3 
(IT, NL, ES) 

1 
(NL) 

1 
(IT) 

1 
(NL) 

1 
(NL) 

7 

IEEE 802.11-OCB 3  
(FR, IT, ES) 

- 1 
(IT) 

1  
(FR) 

1  
(FR) 

6 

LTE Cellular-
V2X-Release14 

1  
(IT) 

- 1 
(IT) 

- - 2 

IP Communication: 

IP-V4 TCP/UDP 3  
(FI, FR, IT) 

1  
(FI) 

1 
(IT) 

1  
(FR) 

1  
(FR) 

7 

IP-V6 TCP/UDP 1  
(FR) 

- - 1  
(FR) 

- 2 

IoT Protocols: 

DDS 1  
(FI) 

1  
(FI) 

- - - 2 

MQTT 2  
(FI, FR) 

1 
(FI) 

1 
(NL) 

1 
(FR) 

1 
(FR) 

6 

oneM2M 
standard 

5 
(FI, FR, IT, NL, ES) 

3 
(FI, NL, ES) 

2 
(IT, NL) 

2  
(FR, NL) 

2  
(FR, NL) 

14 

Facilities, Transport and Application Protocols: 

ETSI CAM 4 
(FR, IT, NL, ES) 

2 
(NL, ES) 

1 
(IT) 

2 
(FR, NL) 

2 
(FR, NL) 

11 

ETSI DENM 3 
(IT, NL, ES) 

2 
(NL, ES) 

1 
(IT) 

1 
(NL) 

1 
(NL) 

8 

ETSI SPaT 2 
(IT, ES) 

1 
(ES) 

- - - 3 

ETSI MAP 1 
(IT) 

- - - - 1 

CEN/TS 16157 
DATEX II 

- - 1 
(IT) 

- - 1 

DIASER NF P 99-
071-1 G3 

- - - 1 
(FR) 

- 1 

SUM 46 18 15 22 20 121 
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3 Communication specification ς final release 

3.1 Communication requirements 

The goal of this section is to freeze the final list of the relevant communication requirements for the 
IoT AD use cases (UC) basing on the experience gained by the tests carried out within AUTOPILOT 
Pilot Sites (PS). 
In order to get this result, on the base of the communication requirements (CR) with related KPIs 
already identified in [1] section 5 άCommunication requirements identificationέΣ ŀƴ overall analysis 
has been carried out through: 

¶ Cƛƴŀƭ ƳŀǇǇƛƴƎ ƻŦ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ ¦ǎŜ /ŀǎŜǎκtƛƭƻǘ ǎƛǘŜǎ 

¶ /ƻƳƳǳƴƛŎŀǘƛƻƴ ǊŜǉǳƛǊŜƳŜƴǘǎ ƻǾŜǊŀƭƭ ŀƴŀƭȅǎƛǎ ŀƛƳŜŘ ǘƻ ƛŘŜƴǘƛŦȅ ǇŜǊ ŜŀŎƘ ¦ǎŜ /ŀǎŜ ƻŦ ǘƘŜ 

ǇǊƻƧŜŎǘǎ ǿƘƛŎƘ ŀǊŜ ǘƘŜ ǎƛƎƴƛŦƛŎŀƴǘ ƻƴŜǎ ŀƴŘ ǘƻ ǉǳŀƴǘƛŦȅ ǘƘŜ ōŀǎƛŎ YtLǎ ǘƘŀǘ ƘŀǾŜ ōŜŜƴ 

ǊŜǎǇŜŎǘŜŘΦ 

This activity has been carried out considering the activities and the results of Tasks: 2.5, 2.6 and 4.2.  

3.1.1 Communication requirements mapping 

In [1], 44 communications requirements were identified (for the complete list and description please 
refer to [1] - !ƴƴŜȄ о άCommunication requirementsέύΦ In that deliverable, an initial CR mapping per 
UC was proposed as reported in the following table: 
 

Table 8 ς 5ŜƭƛǾŜǊŀōƭŜ 5мΦтΩǎ /w ƳŀǇǇƛƴƎ ǇŜǊ ¦/ 

Use Case Communication requirements (#CR) 

Automated Valet Parking 19, 24, 25, 26, 27, 36, 38, 39, 40 

Highway Pilot 29, 30 

Platooning 30, 31, 32, 33, 34 

Urban Driving 18, 20, 21, 22, 23, 41, 42, 43 

Car sharing 28, 35 

Hazard on the roadway 1, 2, 3, 4, 5, 6, 7, 8, 44 

Traffic Services 8, 12, 41, 42, 43 

Traffic Light 11, 17, 18, 42 

Connected bicycle 9 

General requirements 10, 13, 14, 15, 16 

 
Since this initial mapping was not so aligned with the official list of AUTOPILOT Use Cases, a new one 
is proposed in Table 9, where: 

¶ /ŀǘŜƎƻǊȅ άDŜƴŜǊŀƭ wŜǉǳƛǊŜƳŜƴǘέ Ƙŀǎ ōŜŜƴ ƳŀƛƴǘŀƛƴŜŘ ǎƛƴŎŜ ƛǘ ǊŜŦŜǊǎ ǘƻ ƎŜƴŜǊŀƭ 

ŎƻƳƳǳƴƛŎŀǘƛƻƴ ŎŀǇŀōƛƭƛǘƛŜǎ ŎƻƳƳƻƴ ǘƻ ŀƭƭ ǳǎŜ ŎŀǎŜǎΦ 

¶ /ŀǘŜƎƻǊƛŜǎ ά¢ǊŀŦŦƛŎ [ƛƎƘǘέ ŀƴŘ ά/ƻƴƴŜŎǘŜŘ ōƛŎȅŎƭŜέ Ƙŀǎ ōŜŜƴ ƛƴŎƭǳŘŜŘ ƛƴ ά¦Ǌōŀƴ ŘǊƛǾƛƴƎέ 

ǳǎŜ ŎŀǎŜ 
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¶ /ŀǘŜƎƻǊƛŜǎ ά¢ǊŀŦŦƛŎ {ŜǊǾƛŎŜǎέ ŀƴŘ άIŀȊŀǊŘ ƻƴ ǘƘŜ ǊƻŀŘǿŀȅέ ƘŀǾŜ ōŜŜƴ ƛƴŎƭǳŘŜŘ ƛƴ ōƻǘƘ 

ά¦Ǌōŀƴ ŘǊƛǾƛƴƎέ ŀƴŘ άIƛƎƘǿŀȅ tƛƭƻǘέ ǳǎŜ ŎŀǎŜǎΦ 

 
Table 9 ς New CR mapping per UC 

Use Case Communication requirements (#CR) 

General requirements 10, 13, 14, 15, 16 

Automated Valet Parking 19, 24, 25, 26, 27, 36, 38, 39, 40 

Highway Pilot 1, 2, 3, 4, 5, 6, 7, 8, 12, 29, 30, 41, 42, 43, 44 

Platooning 30, 31, 32, 33, 34 

Urban Driving 
1, 2, 3, 4, 5, 6, 7, 8, 9, 11, 12, 17, 18, 20, 21, 22, 23, 41, 42, 43, 
44  

Car sharing 28, 35 

 

3.1.2 Communication requirements identification final release 

3.1.2.1 Communication requirements global analysis 
 
AUTOPILOT CRs overall analysis has been carried out evaluating data and information made 
available by WP2 and WP4; a particular focus has been posed on documents [7], [8], [9] and [10].  
This activity was focused on identifying which CRs had been really implemented in AUTOPILOT PS 
with the related KPIs really achieved during on-field tests and trials. 
 
In order to get this result, WP2.5 test cases [9] have been classified to highlight the ones connected 
to communication requirements evaluation. The result of this activity is represented by the xls file 
[11].  
Basing on the evaluation of the field data available for all the tests above mentioned, it has been 
possible both to identify the CRs really implemented and to work out a picture about their 
performance relating to the KPI forecasted.  
 
All the relevant information has been reported in section 5.2 άCommunication Requirements global 
analysis reference tableέ. 
 
The analysis of information available in section 5.2 generates the following considerations: 
 

¶ For all the communication requirements, it has been possible to identify specific tests and 
measures evaluating the real application of the requirements and the related KPI 
performances. For only 3 CRs 34, 38 and 39, this operation failed. These requirements are 
related toΥ ǘƘŜ άtƭŀǘƻƻƴƛƴƎέ ¦/ ǘƻ ōŜ ƛƳǇƭŜƳŜƴǘŜŘ ƛƴ .ǊŀƛƴǇƻǊǘ όǘƘŜ опύ and the 
ά!ǳǘƻƳŀǘŜŘ ±ŀƭŜǘ tŀǊƪƛƴƎέ ¦/ ǘƻ ōŜ ƛƳǇƭŜƳŜƴǘŜŘ ƛƴ ±ƛƎƻ t{ (the 38 and 39). They were 
identified during AUTOPILOT starting phase but not implemented during the trial phase.   

¶ The tests related to the majority of CRs have been carried out and have been classified as 
άPASSEDέ; only CR27 has to be considered, at the time of D1.8 draftingΣ ŀǎ άtŀǊǘƭȅ t!{{έΦ   

¶ At the time of D1.8 drafting, data related tests connected to CRs: 21, 22, 23 and 43 were not 
available.  

¶ Considering the performances measured, all the tests ŎƭŀǎǎƛŦƛŜŘ ŀǎ άt!{{95έ should be 
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considered verified in compliance with the forecasted KPIs. For some of them, it is possible 
to evaluate the specific values of the measure worked out (please refer to CRs: 2, 9, 10, 11, 
30, 31 and 32). 

¶ The Security features have not been considered since they will be better focused on Task 1.5 
deliverables.  No significant evaluations have been worked out for άbŜǘǿƻǊƪ 5Ŝƴǎƛǘȅέ KPI 
(i.e. Maximum number of vehicles per unit area under which the specified reliability should 
be achieved.). As already reported in [12]Υ άRealising stress test in harsh conditions (high 
ŘŜƴǎƛǘȅΣ ƭƛƳƛǘŜŘ ōŀƴŘǿƛŘǘƘ Χύ ǊŜǉǳƛǊŜǎ ƛƴǾƻƭǾƛƴƎ ŘŜŘƛŎŀǘŜŘ ŀƴŘ ŜȄǇŜƴǎƛǾŜ ǊŀŘƛƻ ǎƛƳǳƭŀǘƻǊǎ 
and measurement equipment as well as testing expertise going far beyond the current 
expertise of the consortiumέΣ ǘŜǎǘǎ ƘŀǾŜ ōŜŜƴ ǿƻǊƪŜŘ ƻǳǘ ǳǎƛƴƎ ŦŜǿ ǾŜƘƛŎƭes. 

 
On the base of all the above considerations, the Communication Requirements identified in [1] have 
been implemented in PS and verified in compliance with the forecasted KPIs. Only CRs 34 related 
Platooning UC, 38 and 39, ǊŜƭŀǘŜŘ ǘƘŜ ά!ǳǘƻƳŀǘŜŘ ±ŀƭŜǘ tŀǊƪƛƴƎέ ¦/, should be considered as not 
relevant.   
 

3.1.2.2 Final list of Communication Requirements per Use Cases 
 
This section will present the final list of Communication Requirements grouped per Use Cases. 
 

Table 10 ς General Requirements 

ID Requirement description  

CR10 Vehicles must geocast their position, speed, orientation to other vehicles on the road 

CR13 Vehicles must be able to receive CAM/DENM contents from received ITS-G5 messages 

CR14 Vehicles must be able to receive SPAT/MAP contents from received ITS-G5 messages 

CR15 
Vehicle must be able to receive data from communication system, related with contents 
received from IoT external services. 

CR16 
Vehicles must be enabled to provide /communicate elaborated data to IoT external 
services, through communication system. 

Table 11 ς Automated Valet Parking UC Requirements 

ID Requirement description  

CR19 Communication between vehicle and cloud/camera management centre 

CR24 Communication between Vehicle and AVP application 

CR25 Communication between AVP application and cloud 

CR26 Communication between Drone and cloud 

CR27 Communication static camera and cloud 

CR36 Communication between the application hosted on the user device and the cloud-based 
parking control system 

CR38 The vehicle must receive exchange information (e.g. a detailed layout of the parking place, 
the location of dynamic objects, pedestrian location, vehicle position) with the parking 
control system 

CR39 The vehicle must be able to provide its identification to be authorized at the parking place 

CR40 Communication between parking infrastructure and cloud 
Table 12 ς Highway Pilot UC Requirements 

ID Requirement description  
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ID Requirement description  

CR1 
The vehicle must receive the geocasted notifications of hazard events (e.g. potholes, 
roadway works, pedestrians, VRUs, puddles, etc.) from RSU  

CR2 
The WSN on the road must notify the presence of puddles on the road whenever they are 
detected 

CR3 
The traffic control system must receive geolocalized notifications of hazard events from 
RSU (e.g. potholes, roadway works, pedestrians, VRUs, puddles, etc.) 

CR4 
Geolocalized notifications of hazard events (e.g. potholes, roadway works, puddles, etc.) 
from RSU may be stored by the data management service of the IoT platform 

CR5 
The detection event of pedestrians on the roadway must be notified to the RSU from the 
camera 

CR6 
The number of detected pedestrians on the roadway detected by the camera may be 
stored by the data management service of the IoT platform 

CR7 Every time the vehicle detects a hazard, it must be geocasted to other vehicles 

CR8 
The traffic control system must receive geolocalized notifications of hazard events (e.g. 
potholes, roadway works, pedestrians, VRUs, puddles, etc.) from vehicles  

CR12 The traffic control system must receive information about traffic conditions 

CR29 V2X Communication between vehicles and  

CR30 The vehicle may send and receive information to/from the cloud 

CR41 Communication between vehicle and cloud/traffic control system 

CR42 Communication between infrastructure (traffic lights) and cloud/traffic control system 

CR43 Communication between traffic alert system and cloud/traffic control system 

CR44 
The In-vehicle PF can be able to receive information related with VRU presence, 
generated by IoT infrastructure PF (alternative to CAM/DENM from ITS-G5 channel, for 
long range). 

Table 13 ς Platooning UC Requirements 

ID Requirement description  

CR30 The vehicle may send and receive information to/from the cloud 

CR31 V2X Communication between Vehicle and RSU 

CR32 Communication between vehicles and cloud 

CR33 V2V Communication between Vehicles 
Table 14 ς Urban Driving UC Requirements 

ID Requirement description  

CR1 
The vehicle must receive the geocasted notifications of hazard events (e.g. potholes, 
roadway works, pedestrians, VRUs, puddles, etc.) from RSU  

CR2 
The WSN on the road must notify the presence of puddles on the road whenever they are 
detected 

CR3 
The traffic control system must receive geolocalized notifications of hazard events from 
RSU (e.g. potholes, roadway works, pedestrians, VRUs, puddles, etc.) 

CR4 
Geolocalized notifications of hazard events (e.g. potholes, roadway works, puddles, etc.) 
from RSU may be stored by the data management service of the IoT platform 
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ID Requirement description  

CR5 
The detection event of pedestrians on the roadway must be notified to the RSU from the 
camera 

CR6 
The number of detected pedestrians on the roadway detected by the camera may be 
stored by the data management service of the IoT platform 

CR7 Every time the vehicle detects a hazard, it must be geocasted to other vehicles 

CR8 
The traffic control system must receive geolocalized notifications of hazard events (e.g. 
potholes, roadway works, pedestrians, VRUs, puddles, etc.) from vehicles  

CR9 Bicycles must geocast their position, speed, orientation to other vehicles on the road 

CR11 
Traffic light must continuously geocast its light phase and the topology of the crossroad 
to vehicles on the road 

CR12 The traffic control system must receive information about traffic conditions 

CR17 
The vehicle should be able to receive Signal Phase information, coming from IoT 
infrastructure platform (alternative to SPAT/MAP from ITS-G5 channel, for long range) 

CR18 Communication between vehicle and cloud/traffic light control system 

CR20 
The vehicle must receive information about VRU presence and localization by a 
smartphone application 

CR21 Communication between lecture schedule webserver of TU/e and AD vehicle 

CR22 The vehicle must receive weather information by a cloud-based web server 

CR23 
The vehicle and the service center must communicate each other information for 
managing relocation requests of vehicles 

CR41 Communication between vehicle and cloud/traffic control system 

CR42 Communication between infrastructure (traffic lights) and cloud/traffic control system 

CR43 Communication between traffic alert system and cloud/traffic control system 

CR44 
The In-vehicle PF can be able to receive information related with VRU presence, 
generated by IoT infrastructure PF (alternative to CAM/DENM from ITS-G5 channel, for 
long range). 

Table 15 ς Car Sharing UC Requirements 

ID Requirement description  

CR28 
Communication between the application hosted on the user device and the service 
center cloud 

CR35 Communication between vehicle and Service center cloud 

 

3.1.2.3 Gap analysis  
IoT and ITS communication coexistence testing are imperative for stable and reliable 
communication. The objective is to accurately evaluate the autonomous vehicle devices' ability to 
maintain the performance in the presence of alternate radio protocols, networks/devices density 
and different weather and field environment conditions. It is critical to understand the details of 
coexistence testing and how to perform it both accurately and efficiently. The project recommends 
that further funding be dedicated in the future to address this work at scale in different 
environments and countries across Europe. 
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3.2 Communication Protocols  

On the base of the information collected in section 2, this section provides a list of the protocols to 
be used in order to support AD IoT based Use Cases implementation. The information presented in 
Section 3.2 is related to what has been implemented in the various Pilot Sites. 
 
For standard protocols, a reference to the standard document is provided. This activity has been 
carried out in coordination with task 5.5 activities. 
For non-standard protocols, the description of protocol (if not available on other sources) or a 
reference to a description document is provided. Since D1.8 is public no confidential data is 
provided. 
 

3.2.1 CFIO and CFOI communication protocol (CAM over άŜƳǇǘȅ .¢tέ ƻǾŜǊ άŜƳǇǘȅ 

DŜƻbŜǘǿƻǊƪƛƴƎέ ƻǾŜǊ улнΦмм-OCB or CAM over UDP over IPv6 over Ethernet) 

The Versailles Pilot Site experience has been chosen as an example to describe how V2X 
communication and the IoT approach could be used to aid the automated driving functions. 
 
Before going through the details, let us define some concepts that will be used in the following sub-
sections. 
 
CFIO: CAM From Inside to Outside. 
 
CFOI: CAM From Outside to Inside. 
 
CfioApp and cfoiApp are programs developed by CEA, on basis of ASN1C compiler open-source 
software package and ETSI CAM specification, to handle ETSI ITS-G5 CAM features. 
 
VFLEX: Renault TWIZY robotized to perform Autonomous Driving (AD) capabilities. The partner 
VEDECOM in the Versailles PS provides three VFLEXs called VFLEX1, VFLEX2 and VFLEX3. 
 
PC-AD: on-board computer that handles AD capabilities to each VFLEX (PC-AD1, PC-AD2 and PC-
AD3). 
 
VBOARD: Gateworks Ventana SBC (Single Board Computer) that implements connectivity 
capabilities. It is equipped with four kinds of interfaces that enable to handle several IoT features to 
enhance AD capabilities within each VFLEX (VBOARD1, VBOARD2, VBOARD3), as described below. 
 
IP-OBU: Internet Protocol based On Board Unit, is a VBOARD. 
 
BR0 interface is set here to simplify. It bridges: 

¶ Wi-Fi a/b/g/n interface that provides devices inside or outside the car with Wi-Fi 

connectivity 

¶ Ethernet interface that provides the VFLEX with connection to the VBOARD network. That 

provides both IPv4 and IPv6 connection to the VFLEX. 

 

FRONT interface provides the VFLEX with IPv6 over IEEE 802.11-OCB (Out of Context of BSS) 
connection to handle V2V communication with another VFLEX ahead. 
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LTE (Long Term Evolution) is a MIMO interface that provides the VFLEX with 4G connection in IPv4 
for communication with Cloud and the Internet. 

 
Figure 10: Gateworks Ventana SBC (VBOARD) embedded in each VFLEX 

REAR interface provides the VFLEX with IPv6 over IEEE 802.11-OCB connection to handle V2V 
communication with another VFLEX behind. 
 
TOP is a MIMO interface that provides the VFLEX with three features: 

¶ CAM over IEEE 802.11-OCB connection to handle CAM (Cooperative Awareness Message) 

sending through the above-mentioned CFIO and CFOI communication protocols. 

¶ IPv6 over IEEE 802.11-OCB (or IPv4 over IEEE 802.11OCB) connection to handle V2I 

communication between a VFLEX and an RSU (Roadside Unit) connected to a traffic light 

controller (TLC). The ETHERTYPE is 0x86DD. 

¶ BTP and GeoNetworking headers are empty and we are using a specific ETHERTYPE 

(0x85B5). 

D1.7 section 3, subsection 3.2.4.1.7 describes the concepts of IEEE 802.11-OCB. 
 
VedeCAM is a software package developed by the partner VEDECOM to generate and read CAM 
messages. 
 
XER: XML (Extensible Markup Language) Encoding Rule. 
 
UPER: Unaligned Packed Encoding Rule. 
 

3.2.1.1 How can CFIO and CFOI enhance the IoT and AD Capabilities? 
 
The CFIO/CFOI communication protocol relies on both CAM over UDP over IPv6 over 802.11-OCB 
(over Ethernet) and CAM over IEEE 802.11-OCB. It offers capabilities necessary to Autonomous 
Driving (AD) car to handle ETSI ITS-G5 capabilities and to deal with other road users (other cars, 
bikes).  

The car is seen as an IoT object that sends and consumes data. This data is used by the automated 
functions to manage the platooning while interacting with the other connected actors of the use 
case. 

CFIO/CFOI also relies on IPv4 connection. That allows sending CAM messages to an IoT cloud 
platform. CAMs available on the IoT platform allows Vulnerable Road Users (VRU) equipped with 
Thing-class devices such as tablets, smartphones, smart glasses, and smartwatch to detect the 
presence of an AD car and to avoid accidents. In fact, these Thing-class objects are not able to 
generate or to receive CAMs directly. However, thanks to CFIO/CFOI, they are able to learn the 






























































































