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Abbreviations and Acronyms

Acronym Definition

3GPP Third Generation Partnership Project

5GAA 5G Automotive Alliance

3G, 4G, 5G 3GPP mobile technologies

6LoOWPAN IPv6 over LowPower Wireless
Personal Area Networks.

AAS Active Antenna System

AD Automated Driving

ADASIS Advanced Driver Assistance System

AE Application Entity

AIOTI Alliance for I0oT Innovation

BC Business Case

BLE Bluetooth LowEnergy

BTS Base Transceiver Station

CA Carrier Aggregation

CAM Cooperative Awareness Message

CC Component Carrier

CEN European Committee for
Standardization

GITS Cooperative ITS

CR Communication Requirements

CSE Common Services Entity

CSI Channel State Information

CSMA Carrier sense multiple access

GV2X Cellular V2X

D2D Deviceto-Device

DENM Distributed Environmental Notificatior
Message

DITCM Dutch Integrated Testsit€ooperative
Mobility

DL Downlink

DM RS Demodulation Reference Signal

eMTC enhanced Machine Type
Communication

eNodeB Evolved Node B

E2E Endto-End

EC European Commission

EN European Standard

ERM EMC and Radio Spectrum Matters

ETSI European TelecorBtandardisation
Institute

EG ETSI Guide

ES ETSI Standard

FDMIMO FultDimension MIMO
Carrier Aggregation

GN GeoNetworking

GSM Global System for Mobile
Communication$3GPP technology)
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Acronym Definition

IEEE Institute of Electrical and Electronics
Engineers

IETF Internet Engineering Task Force

IMT- Advanced International Mobile
Telecommunication®\dvanced

loT Internet of Things

ISO International Organization for
Standardization

IP Internet Protocol

ITS Intelligent Transport Systems

ITUR International Telecommunication
Union Radio Sector

KA KnowledgeArea

KPI Key Performance indicator

LDM Local Dynamic Map

LTE Long Term Evolutio(8GPP
technology)

LTEA LTEAdvanced

LTN Low Throughput Networks

LoRa Long Range

M2M Machineto-Machine

MaaS Mobility as a Service

MAP map data

Mca, Mcc, Mcn oneM2M standard interfaces

MCT Machine Type Communication

MIMO Multiple Input/Multiple Out

MQTT Message Queuing Telemetry Transp(

NBloT NarrowBand Internet of Things

NFC Near Field Communications

NGSI Next Generation Service Interfaces

NSE Network Services Entity

OCB Outside the Context of a BSS

OFDM Orthogonal frequencydivision
multiplexing

OMA Open Mobile Alliance

OoBU OnBoardUnit

oneM2M Organizatiorto develop technical
specifications for Machint-Machine
and Internet of Things services

PC5 interface between two UEs

PDU Packet Data Unit

PF Platform

PS Pilot Site

QoS Quality of Service

RF Radio Frequency

RFID Radio Frequency ldentification

RSU Raad Side Unit

SPAT Signal Phase and Time
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Acronym Definition
TC Technical Committee
TCC Traffic Control Center
™ Transmission Mode
TR Technical Report
TS Technical Specification
TTT Transport and Traffic Telematics
TX Transmission
ucC Use case
UE UserEquipment
UL Uplink
Uu UMTS Air Interface

V2XV2EN2I, V2YV2N, V2C, V2G,
V2P, V2H, V2D, V2M, V2U, V20

Vehicleto: X=Everything,
E=Environmenti=Infrastructure, V=
Vehicle N=Network, C=Cloud/Edge,
G=Grid, P=Pedestrian, H=Home, D=
Device M=Maintenance, U=User,
O=0Owner

VRU Vulnerable Road User
WAN Wide Area Network
WG Working Group

WP Working Package
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This deliverable, D1.8, identifies the final list of the requirements and the protocols concerning
communication aspects necessary to implemtrd Internet of Things ¢IT) and Automated Driving
(AD) use cases tested in AUTOPILOT. It must be delivdvi&Biand it has been produceoisedon

WP2 and WP4 data and information.

The main target of the AUTOPILOT project is leveraging loT to have progress in AD. This decument
an outcome of T4 activities and it consists of inputs received by all participant organizations of the
task. As various participants sparwale rangeof technical domains, the document reflects this in

the sense that it covers varioe®mmunicationdomains in the field of AD and loT.

0T is a dynamic global network infrastructure with sehfiguring capabilities based on standard
and interoperable communication protocolghysical and virtual things haudentities, physical
attributes, virtual rsonalities use intelligent interfaces and are seamlessly integrated into the
information network. The loT brings a new paradigm where the devices are things that are
connected and communicating with other things. The interaction will be with a hetermen
continuum of users, things and real physical events and the Internet is the common convergence
connectivity capability, replacing the previdyimdependent systems.

The concept of Internet of Vehicles (lpW) Vehicleto-Everything (V2X) communidans applied for
autonomous transportation and mobility applicatignequires creating mobile ecosystemdhose

are based on trust, securifyjconvenience to connectivity services and transportation applications in
order to ensure security, mobility armbnvenience to consumearentrictransactiongservices. In this
context for autonomous vehicle applicatiorisje communication domains are defined covering the
communications ofehicle to everything (V2X) thatcludesvehicle to infrastructure (V2I), vatie to
pedestrian (V2P), vehicle to device (V2D) vehicle to grid (V2G) and vehicle to vehicle (V2V) as
important communication building blocks of the 10T ecosystems.

The specification described in this document wasried outfollowing a process that gluded
several meetings amongst task partners.
In the first phase the group addressed an information collection activity focusamga general
overviewof the communication infrastructurereally deployed withirthe variouspilot sites.
In the second phse, starting with the results of D1.7 [1] and considering the tests and test results of
the pilot sites, the following was carried out:
1 An assessment of the communication requirements and related KPIs actually
implemented in the various use cases, inartb identify the relevant ones
1 An overview of all communication protocols required to implement advanced loT Active
Directory use cases.

On the base of all the above consideratipti,e Communication Requirements identified[i} have
been implemented in PS aneérified in compliance with the forecasted KRDsly CRs 34, 38 and 39
should be considered as not relevant.

Relating communicationgrotocol, a complete survey has been provided focusingll the leves of
architecture. For standard protocols, a reference to the standard document has been provided.
The description of protocol (if not available on other sources) or a reference tesarigtion
documenthas been provided for nestandard protocols.

11
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1 Introduction

1.2 Purpose of document

This documentepresents the Deliverable D1dBinalspecification of Communication System for IoT

SYKI yOSeont25dz(izlJdzi OF NNA SR 2dzi 6AGKAY ¢l &1 modn a4/ 2
AUTOPILOT. According to project Technical Annex, ti8elDdzN1J2 &S A& G2 LINBaSyd
of requirements concerning communications means and in particular the capebitiicesary for

L2¢ YR !'5 dzasS OFraSad CAylf wStSIFrasS 2y GKS o6l airs
The information presented in D1.8 on communication requirements, technology and stanadeeds

related to what has been implemented in each pilot sitee documen has been distributed to and

checked by PSs leaders.

1.3 Intended Audience

This deliverable D1.8 is a Public document and therefore the intended audience for this document is
considered to be anyone that is interested in Communication System requirementsagadilities
applied in automated driving progressed by IoT.

Within the AUTOPILOT project, the main intended audience for this deliverable is considered to be
all the AUTOPILOT participants and in particular, the AUTOPILOT participants involVed in
¢Bvaluatiore and inWP5dCommunication, Dissemination and Exploitagion

1.4 Process

The specification described in this document wasried outfollowing a process that included
several meetings amongst task partners.
In the first phase the group addressedn information collection activity focusingn a general
overview of the communication infrastructurereally deployed withirthe variouspilot sites. In a
second phasestarting from the results of D1.[A] and consideringthe tests and the outcomes of
the pilot sites trialsthe following was carried out:
1 An assessment of the communication requirements and related KPIs actually
implemented in the various useases, in order to identify the relevant ones
1 An overview of all communication protocols required to implement advanced loT Active
Directory use cases.

1.5 Outline of the document

The deliverable has been organized ifdar chapters:

T / KI LIGSYND N RRATI MY Fa (K

T / KFLIGSNI 26 {AGSa (St SO2 ¥YdoyraO A 20N2 YMIRBNIS A |
NEBLINBaSyidldArAzy 2F (GKS O2YYdzyAOKAVASKSAPFNRE
LIA f 2 G0 28 ANIDRYS ¢lhkt S [ b K IaNA b2 REES o6l asS 2F (GKS
RSAONARLIIAZ2Y LINP2JDARSR! ¢thhyt LBEmerT t RBEDHEEKBY S@2 4
O02YYdzyAOF A2y G(SOKy2ft23AS8Sa NBOASS YRR RS&O0
NEFSNBYOS FTNIYSG2NDP2ATGAND KR RIEWMIFY S RINBG 2 02
K2Y23SyS2dza AYyF2NXIGA2Yy FY2y3ald LAE20 arasSa

 / KFLII SNSRI aAYyFE NBtSIFaS 2F (KBRS OA¥NUAADF G
aSO0GA2Yy I NBY

S ao0z2LlS BH UKAINRA QHKY Sy (
S
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2 Pilot Sitestelecommunications infrastructure

On the base of both the general description provided/ 5 m®dT1 AW ORIVOF WProjact «
ecosysterd | YR (GKS O02YYdzyAOlIGA2y (SOKy2f23ASa NBOASH
oCommunication technologies review and descriptidd1.8 providedor each pilot site a complete
representation of the communication infrastructure really implemented.

In order to collechomogeneous information amongst the pilot sites, a reference framework based

on tables and a preonfigured format to distribute to pilot sites leaderasdesigned.

This section aims tprovide a complete representation of the communication infrastructneally
implemented in each pilot sitduring AUTOPILOT project

2.1 Information gathering process description

In order to collectcomplete information amongst thevariouspilot sites, areference framework

based on bothii KS ISy SNI f RS&ONA LI A AYTORINIT @rojRcEdRosysfgm 5 m O T
and the communication technologies review and description provided in D1.7 section 3
dCommunication technologies review and descripfidms been designefplease refer td1]).

The framework is represented by the following table:

Tablel Pilot Site Communication Infrastruate

Technology Name

T# 3ASVO 3SN
¢# 3ASVYO 3SN
uz# 3SVO 3SN

Long Range Wireless Communication Networks
3GPP 4G (LTE)

3GPP 4.5G (LTE advanced)

IoT Wireless communication Technologies
IEEE 802.15.4

IEEE 802.11

3GPP eMTC

3GPHextended Coverage GSM

3GPP NBoT

ETSI Low Throughpbietworks (LTN)

IETF 6LOWPANAWAN

Weightlessw/N/P

LoRaWAN

Bluetooth Low Energy

DASH7

Intelligent Transport Systems wireless technologies
ETSIITS G5

IEEB02.11:OCB

LTE Cellulav2xReleasel4

IP Communication

14
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c c c
n n )
m m m
Technology Name ) e e

> > >
@) @) 0
m m m
H H H*
= N >

IPV4 TCP/UDP

IPV6 TCP/UDP

loT Protocols

DDS

MQTT

oneM2M standard

Facilities, Transport and Application Protocols

ETSI CAM

ETSI DENM

ETSI SPaT

ETSMAP

CEN/TS 161ATEX Il (?)

Specific application protocol #1

Specific application protocol #2

Specific application protocol #n

The informationreported in this documenhashbeen collected by AUTOPILOT PHité Leadersand
it is thereforerelated to what has been implemented in each pilot siszeported in[2].

2.2 Pilot siteFinland- Tampere

In TamperePilot ste the following use casesane tested.

1.

2.

Urban Driving

The Urban Driving use case requires automated driving vehicles to identify, predict and react
in an array of complex situations. Fully automated vehislese tested driving from point A

to B, without any action from the driveHowe\er, the driver will be able toverride and get

back to manual driving at any time

loT Applicatiod, VRU detection

Automated valet parking

In the Automated Valet Parking (RYuse case, the driver is alitereserve a parking space
and to leavethe car at some predefined drepff location. The operations of parking and
mareuveing the car in the parkingrea (inside or outside)ere managed by the parking
management system

IoT ApplicatiorA Parking management; Parking reservation

15
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Figurel - Architecture Overview for all use casé€Binland)

Table2 - Pilot Site Communication Infrastructure (Finland)

. Parking
Tlﬂp : - reservation
g r:’mmg 0
control

Open loT platform
Traffic light

c |
E | 33
Technology Name o ==
= | &2
= >
@
Long Range Wireless CommunicatiNetworks
3GPP 4G (LTE) X X
3GPP 4.5G (LTE advanced)
IoT Wireless communication Technologies
IEEE 802.15.4
IEEE 802.11 X X
3GPP eMTC
3GPP Extended Coverage GSM
3GPP NBoT

ETSI Low Throughpbietworks (LTN)

IETF 6LOWPAN/AWAN

WeightlessW/N/P

LoRaWAN

Bluetooth Low Energy

DASH7

Intelligent Transport Systems wireless technologies
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c £
| 33
Technology Name = =~z

2 a2
3 o
< o

ETSIITS G5

IEEB02.11:0OCB

LTE Cellulav2XxReleasel4

IP Communication

IP-V4 TCP/UDP X X

IP-V6 TCP/UDP

loT Protocols

DDS X X

MQTT X X

oneM2M standard X X

Facilities, Transport and Application Protocols

ETSI CAM

ETSI DENM

ETSI SPaT

ETSI MAP

CEN/TS 16133ATEX Il (?)

2.3 Pilot site France Versalilles
InVersaillesilot ste the following use cases wetested

1. Urban Driving
The Urban Driving use case requires automated driving vehicles to identify, predict and react
in an array of complex situations. Fully automated vehialere tested driving from point A
to B, without any action from the driver. M@ver, the driveiwasable tooverride and get
back to manual driving at any time
loT ApplicationA Connected and automated driving with point of interest notifications
(audio/video) and VRU detection (collaborative perception).

2. Platooning
The PlatoonindJse Case is part of the car rebalancing business case. It is closely linked to
the fleet management system that indicates which vehicles have to be transferred from one
station to another.The mission planningncludes choosing the leadingghicle and the
follower vehicles. The traffic light assist suggests reference speed in order to minimize the
waiting time
IoT Applicatiord Mission planning; Traffic light assist; VRU detection/management

3. RealTime Car Sring
The realtime carsharing use case isffering a cafsharing service for tourists. It also
supports urban driving and platooning use cases. The use of 10T is expected tdnassist
responding to the demand of having a sufficient number of vehicles in different stations. The
objective ison onehand, to increase the quality of service for the users aod the other
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hand, to reduce the exploitation costs
IoT Applicationd Touristic applicationsLocalization; Battery levelCharging points; Car
rebalancing

Kuantic Server

VEDECOM

T Authorized driving Charging spots Car rebalancing— Car sharing —
————————————————————————————————— | zone monitoring management Platoon objectives [booking end of
[ i : = rental)

! Vepecom ~OEMPlatform | |

H H | Vehicle data Multimedia park lots \dentity

| | E management content gateway management RO
virtual Remote !

| control |

key Mngt.

Charging spot
Server

| m g |
| VEDECOM OEM |

Parking spots and |
m charging stations |

Devices and
| Gateways

Figure2 - Architecture Overview for all use cas¢Brance)

Table3 - Pilot Site Communication Infrastructure (France)

S T @
g |z |of
Technology Name g ) ® d

= S 5 3
< > Q @
g | © 9

Long Range Wireless Communication Networks

3GPP 4@.TE) X X X

3GPP 4.5G (LTE advanced) X X X

IoT Wireless communication Technologies

IEEE 802.15.4

IEEE 802.11 X X X

3GPP eMTC

3GPP Extended Coverage GSM

3GPP NBoT

ETSI Low Throughpbietworks (LTN)

IETF 6LOWPAN/AWAN

WeightlessW/N/P

LoRaWAN X X X

Bluetooth X X X

DASH7
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S | 1 #
s | 2 |ed
Technology Name é S » -

= S 5 3
< = Q @
= | = 9

RFID X X X

Intelligent Transport Systems wireless technologies

ETSIITS G5

IEEB02.11:0OCB X X X

LTE Cellulav2XxReleasel4

IP Communication

IP-V4 TCP/UDP X X X

IP-V6 TCP/UDP X X

loT Protocols

DSS

MQTT X X X

oneM2M standard X X X

Facilities, Transport and Application Protocols

ETSI CAM X X X

ETSI DENM

ETSI SPaT

ETSI MAP

CEN/TS 16133ATEX Il (?)

DIASER NF P991-1 G3 X

2.4 Pilot site Italy- Livorno

In Livorno Pilot s& the following use cases were tested

1. Urban Driving
The Urban Driving use case requires automated driving vehicles to identify, predict and react
in an array of complex situations. Fully automated vehiglese tested approaching an
AYGSNBESOGA2Y 6AGK | aaYEFNILéE GNIFFAO fAIKGZ ¢
driver couldoverride and get back to manual driving at any time
IoT ApplicatioA Pedestrian detection; Fallen bicycle detection; Potholeedion; Car
behavior

2. Highway Hot
In the Highway Pilot use case, a cloud service merges the sensors' measurements from
different 10T devices in order to locate and characterize road hazards. Thevastien to
provide the following vehicles with meaningful warnings and adequate driving
recommendations to manage the hazards in a safer or more pleasant way
IoT ApplicationA Puddle detection; Pothole detection; Road works notification; Car
behavior
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CONTINENTAL-
FCA cloud

—_——————

I CAN Bus

Figure3 - Architecture Overview for all use cas€kaly)

Table4 - Pilot Site Communication Infrastructure (ltaly)

Services

—— e — -

- L
5 | 2
Technology Name o S

< .
= =3

Long Range Wireless Communicatietworks

3GPP 4G (LTE) X X

3GPP 4.5G (LTE advanced)

IoT Wireless communication Technologies

IEEE 802.15.4 X X

IEEE 802.11 X

3GPP eMTC

3GPP Extended Coverage GSM

3GPP NBoT X

ETSI Low Throughphietworks (LTN)

IETF 6LOWPAN/AMRAN X X

WeightlessW/N/P

LoRaWAN

Bluetooth Low Energy

DASH7
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< L
5 | 2
Technology Name o e
<. =
a =1
Intelligent Transport Systems wireless technologies
ETSIITS G5 X X
IEEB02.11:OCB X X
LTE Cellulav2XxReleasel4 X X
IP Communication
IP-V4 TCP/UDP X X
IP-V6 TCP/UDP
0T Protocols
DSS
MQTT X X
oneM2M standard X X
Facilities, Transport and Application Protocols
ETSI CAM X X
ETSI DENM X X
ETSI SPaT X
ETSI MAP X
CEN/TS 16133ATEX Il X

2.5 Pilot site Netherlands; Brainport
In BrainportPilot ste the following use casewere tested

1. Urban Driving
The main scope is to show how automated driving with vulnerable road users (VRUS)
detection can be realized using only mobile sensors in 3 different modalities: Crowd
Estimation & Mobility Analytics usingi-Fi based measurements, VRU with IoT connected
smartphone (2way: warning VRU and info to vehicle) & mobileGBunits.
IoT Applicationh, Crowd estimation & Mobility analytics; GeoFetching; Rebalancing; VRU
detection; AD vehicle warning service
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“egslrii"i“ ﬁfgs;fz:ff: Ap pl ications GeoFetching Lecture schedule
Huawei loT ‘ Fiware Watson loT
Platform loT Broker Platform
Interworking Interworking Interworking
Gateway Gateway Gateway |
|
oneM2M
up)
VRU
7 : Smartphone
- l-j Prius ) VRU Automated
A Vehicle Warning service
WiFi sniffer / Technolution loT broker +
Crowd Detector VRU Detection

FlowRadar ITS-G5 application
standardized loT FlowRadar (ITS-)G5

ME camera interface
pedestrian | | AD system (ROS)
detection World Model

Figure4 - Architecture Overview for Urban DrivingNED)

2. Automated Valet Parking
In the Automated Valet Parking (AVP) use case, the driver is able to leave the car at some
predefined dropoff location and is able to retrieve it op he/she needs it back. The
operations of parking anthaneuveringthe car in the parking area (inside or outside) and
retrieving it are managed by the parking management system and supported by a Micro A
Vehicle (MAV).
IoT Applicatior crowd detector;object detection; Free parking slot detection

| w|  saou ¥ |
I 30’ SQL © 2User :
I az = <> Routing I
I I — : Management |
= service :

I = service |
|12 3 sa Ly ) |

S o l ActiveMQ
| 5,’ :_ Activel l

o . .
T’ W f; < Parking Management Service :

o
| % | ActiveMQ 1 |
1| 2 — |
| =) I IoT AVP Application I
L e e e e | T E——— | RN |
. Ry MQTT
ResTRa  1BM /! RITES
SOAP
mterface IOT Platfom'l
A r'y i = :
- e e | MOQTT s ‘
\ | MoT] : HTTPS | QoS
Y| T 1 |

:
I
W
-
0 & @B 5 e B8
DLR Smart phone DLR Vehicle | Parking spot Dhmiﬁv) 1/(\3;:;10 INO Vehicle

Figure5 - Architecture Overview for Automated Valet Parkif®ED)
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3. Highway Hot

A cloud service merges the sensors' measurements from different loT devices in order to
locate andcharacterize road hazards. The goal is then to provide the following vehicles with

meaningful warnings and adequate driving recommendations to manage the hazards in a
safer or moe pleasant way.
IoT ApplicatiorA Detection of Road Surface Hazards and Qiteta

Applications and services

(use case specific)

1

[ 1
Other proprietary
platforms (VALEO, TomTom,

Huawei loT
Platform

Fiware
10T Broker

Watson loT
Platform

DLR)

oneM2M
Platform

V2X Commun

ITS-G5, UWB)

_—

cation facilities (Commercial LTE, pre-5G, Wifi,

—>

R

Vehicles (c

nfiguration = use case specific)

InCar loT gateway

Other sensors
(Roadside Cameras, Drone,
Parking Area cameras)

Sensor devices

‘ AD system (ROS) ‘

Service providers

Figure6 - Architecture Overview for Highway Pil{NED)

4. Platooning

The main scope is to show how increased flexibility in platmaneuveringcapabilities can

be realized, and how it can benefit from the use of tedhnology. Additional achievements
are the use of loT data on hard shoulder authorization and availability for platooning, traffic
light status and request handlingccupancy of bus lanes, etc.
0T ApplicatiorA Gowd detector
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Figure7 - Architecture Overview for PlatooningNED)

5. Reattime Car sharing
Three levels of casharing services: (i) service that finds the closest available car and assigns
it to a single customer; (ii) ridgharing, when multiple ctiemers that possibly have
different origins and destinations share a part of the ride on a common car; (iii) allow
customers to specify piep and dropoff time-windows to incease flexibility and planning.
0T Applicatio Vehiclerouting; Trip cost estnation

Pub/Sub;
Sharing Evenis

Client App @G

Service

Pub/Sub: Events

Cloud IoT Platform for Autonomous Driving

Pub/Sub:
Events

Pub/Sub:
Sharing Events

Pub: Probe Data

Q In-Vehicle IoT

Hardware Software — I - —
Communication Communication Communication
. . Proxy Proxy Proxy
* GPS * Vehicle Routing i} i
* On-board computer + Trip costestimation Road
i Parki Traffi ik Tt
= Internet connection arking rafince ranspo. hi

Figure8 - Architecture Overview for reatime car sharingNED)

24



AUTOPILOT

Table5 - Pilot Site Communication Infrastructure (NED)

c | £z
g 23 |9 |3 | &
Technology Name ; =& s S 23

= Sa | 9 =) o
s 5|8 |8 | &
«Q § -

Long Range Wireless Communication Networks

3GPP 4G (LTE) X X X X X

3GPP 4.5G (LTE advanced)

IoT Wireless communication Technologies

IEEE 802.15.4

IEEE 802.11 X X X X

3GPP eMTC

3GPP Extended Covera@&M

3GPP NBoT

ETSI Low Throughpbietworks (LTN)

IETF 6LOWPANAWAN X X X

WeightlessW/N/P

LoRaWAN

Bluetooth Low Energy X X X X

DASH7

Intelligent Transport Systems wireless technologies

ETSIITS G5 X X X X

IEEB02.1:OCB

LTE Cellulav2XReleasel4

IP Communication

IP-V4 TCP/UDP X X X X X

IP-V6 TCP/UDP

loT Protocols

DSS

MQTT X

oneM2M standard X X X X X

Facilities, Transport and Application Protocols

ETSI CAM X X X X

ETSI DENM X X X X

ETSI SPaT

ETSI MAP

CEN/TS 16153ATEX Il (?)

2.6 Pilot site Spairg Vigo
InVigoPilotsite the following use caseseretested
1. Urban Driving

The Urban Driving use case requires automated driving veticidentify, predict and react
in an array of complex situatis. Fully automated vehicles wetested driving from point A
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to B, without any action from the driver. Howew the driverwasable tooverride and get
back to manuatiriving at any time.

IoT Application A Urban service (Traffic light monitoring/notification); VRU
(object/pedestrian) detection; Hazard warning

2. Automated Valet Parking
In the Automated Valet Parking (AVP) use case, the driver is able to leave the car at some
predefined dropoff location and is able to retrieve it once he/she needs it back. The
operations of parking andnaneuveringthe car in the parking area (inside or outside),
retrieving it, and poskiy other additional serviceswill be managed bythe parking
management system.
IoT Applicationd Parking management system; VRU (object/pedestrian) detection; Spot

detection
spots Events
Manual Datex2

Vigo Frivate Vigo Traffic CC Vigo U.rban Vi.go Valet' Autt:.\pilot Va.llet Autopilf:\t VRU
Parking CC service parking service parking service? service?

Watson loT 5
oneM2M — Watson E oneM2M
connector

] i Publish > H ;
' E < Subscribe | i ;

Communication network

loT platforms

aquasqns

aquasqns

[
§‘ Watson loT ' 3 | oneM2M
e
B 3G/4G Wi-Fi i
B . loT Devices
! [ i f ! [ Y
@ ' | P 1
I 1 0 !

Pl e~ L - ! | i
___________________________ I = e

Cammiera Traffic Light VRU y Smartphone Vehicle

Figure9 - Architecture Overview for all use cas€Spain)

Table6 - Pilot Site Communicatiomnfrastructure (Spain)

Technology Name

BuinLg ueqin
Bunjred
19[e A\ parewoiny

Long Range Wireless Communication Networks
3GPP 4G (LTE) X
3GPP 4.5G (LTE advanced)

IoT Wireless communication Technologies
IEEE 802.15.4

IEEE 802.11 X X
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Technology Name

BuiALq ueqin

Bunjred
19[e A parewoiny

3GPRMTC

3GPP Extended Coverage GSM

3GPP N#oT

ETSI Low Throughpbiietworks (LTN)

IETF 6LOWPANAWAN

WeightlessW/N/P

LoRaWAN

Bluetooth Low Energy

DASH7

Intelligent Transport Systems wireless technologies

ETSIITS G5

IEEB02.1:OCB

LTE Cellulav2XReleasel4

IP Communication

IPV4 TCP/UDP

IP-V6 TCP/UDP

loT Protocols

DSS

MQTT

oneM2M standard

Facilities, Transport and Application Protocols

ETSI CAM

ETSI DENM

ETSI SPaT

ETSI MAP

CEN/TS 161ATEX Il (?)

2.7 Pilot site South Korea

No information available

2.8 Communication infrastructure summarised

Based on the information reported in the previous sections, an overview of the various European
Pilot Sites is summarised in the table below. The figures in bold indicate the number of technologies
reported per use case, and the bracladtbreviatiors givePilot Site country information.

Table7 ¢ Communication Infrastructure per Use Cafeuropean Pilot Sites)

Urban Driving Automated

Valet Parking
(FI, FR, IT, NL, ES) (FI, NL, ES)

Technology
Name

Highway
Pilot
(IT, N)

Platooning

(FR, NL

Car

sharing
(FR, NL

SUM
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Long Range Wireless Communication Networks:

5 2 2 2 2
SGRRAGILIE (FI, FR, IT, NL, ES) (F1, NL) (IT, NL) (FR, NL) (FR, NL) e
3GPP 4.5G (LT 1 i i 1 1 3
advanced) (FR) (FR) (FR)
loT Wireless communicatiofechnologies:
1 1
IEEE 802.15.4 o - = - - 2
4 2 2 2
IEEE 802.11 (FI, FR, IT, NL) (F1, NL) i (FR, NL) (FR, NL) —
IETF 6LOWPAN 2 i 1 1 1 5
LRWAN (IT, NL) (IT) (NL) (NL)
1 1 1
LoRaWAN R) - - R) R) 3
2 1 2 2
Bluetooth/BLE (FRNL) N - (FRNL) (FR.NL) 7
1 1 1
RFID (FR) ) ) (FR) (FR) b
1
3GPP NBoT - - m - - 1
Intelligent Transport Systems wireless technologies:
3 1 1 1 1
ETSINS G5 (IT, NL, ES) (NL) (Im (NL) (NL) v
3 1 1 1
IEEE 802.1DCB (FR, IT, ES) ] (IT) (FR) (FR) °
LTE Cellular 1 i 1 ) i >
V2XxReleasel4d (IT) (Im)
IP Communication:
3 1 1 1 1
IP-v4 TCP/UDP (FI, FR, IT) (F1) (Im (FR) (FR) g
1 1
IP-V6 TCP/UDP FR) - - R) - 2
loT Protocols:
1 1
bBs (F1) (F1) i ) ) 2
2 1 1 1 1
UQUY (FI, FR) (F) (NL) (FR) (FR) £
oneM2M 5 3 2 2 2 14
standard (FI, FR, IT, NL, ES) (FI, NL, ES) (IT, NL) (FR, NL) (FR, NL)
Facilities, Transport and Application Protocols:
4 2 1 2 2
=TSRl (FR, IT, NL, ES) (NL, ES) (M (FR, NL) (FR, NL) Ly
3 2 1 1 1
ETSI DENM (T.NL. ES) (NL, ES) () (NL) (NL) 8
2 1
ETSI SPaT " ES) &) ; - ) 3
1
ETSI MAP m - - - - 1
CEN/TS 16157 i i 1 ) ) 1
DATEX Il (IT)
DIASER NF P9 ] ] ] 1 ) 1
0711 G3 (FR)
SUM 46 18 15 22 20 121
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3 Communicationspecificationg final release

3.1 Communication requirements

The goal of this section is to freeze the final listhaf relevantcommunication requirementfor the
IoT ADuse casegUC)basing on the experience gained by the tests carriedvaithin AUTOPILOT

Pilot SitePS)

In order to get this result, o the base othe communication requirement$CR)with related KPIs
alreadyidentified in [1] section5 &Communication requireents identificatiod Z ovendll analysis

hasbeen carried out through:

T CAYyFf YILWLAY3I 2F GKS NBIdANBYSyida F2NJ ! as
T /2YYdzyAOIFIGA2Y NBIldZANBYSyia 20SNIrff |ylfea
LINE2SO00a oEKMDRKARTPNB HEIKY dzZ yGATEIKKSE ®IFAS OO0
NBEaL®OoidSR
This activityhas beercarried outconsidering the activities and the resultsTafsls: 2.5, 2.6 and.2.
3.1.1 Communication requirements mapping
In[1], 44 communicat\i\ons requirements were identified (for the complete list and description please
referto[1]-! y ¥y S Eommunitation requiremengés bndhat deliverable, an initial CR mapping per
UCwas proposed aseported in the following table
Table8¢5 St AGSNI 6t S 5mMPTQa /w YIFLLAY3I LISNI |/
Use Case Communication requirement$#CR)
Automated Valet Parking 19, 24, 25, 26, 27, 36, 38, 39, 40
Highway Pilot 29, 30
Platooning 30, 31, 32, 33, 34
Urban Driving 18, 20, 21, 22, 23, 41, 42, 43
Car sharing 28, 35
Hazard on the roadway 1,2,3,4,5,6,7,8,44
Traffic Services 8,12, 41, 42, 43
Traffic Light 11,17, 18,42
Connected bicycle 9
General requirements 10, 13, 14, 15, 16
Since his initial mapping was not so aligned witte official list ofAUTOPILOTUse Cases, a new one
isproposed inTable9, where:
T /1 G(SIRNESNI £ wSKIdA NBBSYG Y AydrAySR &AAyOS
O2YYdzyAOF A2y OFLIOGAfAGASAE O2YY2y G2 I ff
T /F 053 NRBEAIG/ W AVERFOI &R a2 O8CY S WHT FREBRA BK

dza S OF as
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1 /L GSI@NRSEA D YBNDA GRA 2y (KK DSNBISBy & v Of dz
@ ND Iy £RMWIRABEKD HaizatSA 02 & S & o

pul
(@p))
P

Table9 ¢ New CR mapping per UC

Use Case Communicaton requirements (#CR)

General requirements 10, 13, 14, 15, 16

Automated Valet Parking 19, 24, 25, 26, 27, 36, 38, 39, 40

Highway Pilot 1,2,3,4,5,6,7,8, 129, 30 41, 42, 4344

Platooning 30, 31, 32, 33, 34

Urban Driving 3142 3,4,5,6,7,8,9,11, 12, 18, 20, 21, 22,2 41, 42, 43
Car sharing 28, 35

3.1.2 Communication requirements identification final release
3.1.2.1 Communication requirements global analysis

AUTOPILOT CRs overall analysis has been carried out evaluating data and information made
available by WP2 and WPalparticular focus has been posed on documdiils[8], [9] and[10].

This activity was focused on identifying which CRs had been really implemented in AUTOPILOT PS
with the related KPlIs really achieved duringfaeid tests and tials.

In order to get this result, WP2.5 test cag@khave been classified to highlight the ones connected
to communication requirements evaluation. The result ofthctivity is represented by the xIs file
[11].

Basing on the evaluation difie field data available for all the tests above mentioned, it has been
possible both to identify the CRs really implemented and to work out a picture about their
performance relatingo the KPI forecasted.

All the relevant information has been reported in sect®2 acCommunication Requirementgobal
analysigeference tablé.

The analysis of information available in sectibr2 generates the following considerations:

1 For allthe communicatiorrequirements,it has been possible identify specific tests and
measures evaluating the real application of the requirements and the related KPI
performancesFor only 3CRs34, 38 and 39, this operation failed. These requirements are
related toY GKS atfld22yAy3é '/ G2 0SS andythdf SYSy (¢
G!dzi2YFGSR =FESG tIFN]AYy3IE (thé 38&ma 39 They wvefd J SY Sy (
identified during AUTOPILOT starting phasg not implemented during the trial phase

1 The tests relatedo the majority of CRs have been carried out and have been classified as
GPASSEDonly CR27 has to be consideratithetime ofD1.8 drafting | & at F NIt & t! {

1 Atthetime of D1.8 draftingdata related tests connected to CRs: 21, 22 and 43vere not
available.

f Considering the performanceseasured, all the testOf | 44 A FA SRshduldbedat ! { { 9!
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consideredverified in compliance with théorecastedKPIsFor some of themit is possible
to evaluate the specific valsef the measue worked out (please refer to CRs: 2, 9, 10, 11,
30, 31 and 32).

9 The Security features have not been considered since they will be better foonseakk 1.5

deliverables. No significantevaluations have been worked out farb S 62 NJ] KB Sy a A i@

(i.e. Maximum number of vehicles per unit area under which the specified reliability should
be achieved. As already reported ifil2]Y Realising stress test in harsh condiso(high

RSy&aAtGes fAYAGSR ol yROARGK X0 NBldANBE Ayo2f

and measurement equipment as well as testing expertise going far beyond the current
expertise of the consortiuén > G Sada KIFI @S 06SSy &2NJ] SR 2 dzi

On the base of all the above consideratipti,e Communication Requirements identified[1} have
been implemented in PS angbrified in compliance with the forecasted KRGnly CR84 related

Platooning UC38 and 39NB f | 1§ SR G KS ! dzi 2 Y, bhouRiPe consitlefedsandt | NJ A y 3

relevant.

3.1.2.2 Final list of CommunicatidRequirementgper Use Cases

This section will present the final list of Communication Requirements grouped per Use Cases.

Table10¢ General Requirements

ID Requirement description
CR10 Vehicles must geocast their position, speed, orientation to other vehicles on the road
CR13| Vehicles must be able to receive CAM/DENM contents from receive@dTessages
CR14| Vehicles must be able to receive SPAT/MAP contents from receiv&bIifi8ssages

Vehicle must be able to receive data from communication system, related with contern
received from loT external services.

Vehicles must be enabled to provide /communicate elaborated data to loT external
services, through communicaticsystem.
Tablel1 ¢ Automated Valet Parking UC Requirements

CR15

CR16

ID Requirement description
CR19 Communication between vehicle and cloud/camera management centre
CR24) Communication between Vehicle and AVP application
CR25 Communication between AVP application and cloud
CR26| Communication between Drone and cloud
CR27) Communication static camera and cloud
CR36/ Communication between the application hosted on the user device and the-tlased
parking control system
CR38 The vehicle must receive exchange information (e.g. a detailed layout of the parking f
the location of dynamic objects, pedestrian location, vehicle position) with the parking
control system
CR39 The vehicle must be able to provide its identificattorbe authorized at the parking place

CR40| Communication between parking infrastructure and cloud
Tablel2 ¢ Highway Pilot UC Requirements

| ID | Requirement description \
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ID Requirement description
CR1 The vehicle must receivg the geocasted notifications of hazard events (e.g. potholeg
roadway works, pedestrians, VRUs, puddles, etc.) from RSU
CR2 The WSN on the road must notify the presence of puddles on the road whenever thg
detected
CR3 Thetraffic control system must receive geologalized notifications of hazard events fr
RSU (e.g. potholes, roadway works, pedestrians, VRUSs, puddles, etc.)
CR4 Geolocalized notifications of hazard events (e.g. potho!es, roadway works, puddles,
from R® may be stored by the data management service of the 10T platform
CR5 The detection event of pedestrians on the roadway must be notified to the RSU fron
camera
The number of detected pedestrians on the roadway detected by the camera may b
CR6 stored by the data management service of the loT platform
CR7 | Every time the vehicle detects a hazard, it must be geocasted to other vehicles
CRS The traffic control system must r_eceive geolocalized notifications of hazard events (
potholes, roadwayvorks, pedestrians, VRUs, puddles, etc.) from vehicles
CR12 The traffic control system must receive information about traffic conditions
CR29 V2X Communication between vehicles and
CR30| The vehicle may send and receive information to/from the cloud
CRA41] Communication between vehicle and cloud/traffic control system
CR42 Communication between infrastructure (traffic lights) and cloud/traffic control systemn
CR43 Communication between traffic alert system and cloud/traffic control system
Theln-vehicle PF can be able to receive information related with VRU presence,
CR44| generated by loT infrastructure PF (alternative to CAM/DENM fror&Br&hannel, for
long range).
Table13 ¢ Platooning UC Requirements
ID Requirement description
CR30| The vehicle may send and receive information to/from the cloud
CR31] V2X Communication between Vehicle and RSU
CR32 Communication between vehicles and cloud
CR33| V2V Communication between Vehicles
Table14 ¢ Urban Driving UC Requirements
ID Requirement description
CR1 The vehicle must receiV(_e the geocasted notifications of hazard events (e.g. potholeg
roadway works, pedestrians, VRUs, puddles, etc.) from RSU
CR?2 The WSN on theoad must notify the presence of puddles on the road whenever they,
detected
CR3 The traffic control system must receive geolqcalized notifications of hazard events fi
RSU (e.g. potholes, roadway works, pedestrians, VRUSs, puddles, etc.)
CR4 Geolocalized notifications of hazard events (e.g. potholgs, roadway works, puddles,
from RSU may be stored by the data management service of the 10T platform

32



AUTOPILOT

ID Requirement description

The detection event of pedestrians on the roadway must be notified to the RSU fron
camera

CR5

The number of detected pedestrians on the roadway detected by the camera may b

CR6 stored by the data management service of the 10T platform

CR7 | Every time the vehicle detects a hazard, it must be geocasted to other vehicles

The traffic control system must receive geolocalized notifications of hazard events (¢
potholes, roadway works, pedestrians, VRUSs, puddles, etc.) from vehicles

CR9 | Bicycles must geocast their position, speed, orientation to other vehicles on the roag

Traffic light must continuously geocast its light phase and the topology of the crossr
to vehicles on the road

CR12 The traffic control system must receive information about traffic conditions

The vehicle should be able to receive Signalsehnformation, coming from loT
infrastructure platform (alternative to SPAT/MAP from-3% channel, for long range)

CR18 Communication between vehicle and cloud/traffic light control system

CR8

CR11

CR17

The vehicle must receive information about VRU presemcklocalization by a

CR20 L
smartphone application

CR21| Communication between lecture schedule webserver of TU/e and AD vehicle
CR22 The vehicle must receiwgeatherinformation by a clouébased web server

The vehicle and the service center mastnmunicate each other information for

CR23 . ) :
managing relocation requests of vehicles

CRA41] Communication between vehicle and cloud/traffic control system

CR42 Communication between infrastructure (traffic lights) and cloud/traffic control systemn

CR43 Communication between traffic alert system and cloud/traffic control system

The Invehicle PF can be able to receive information related with VRU presence,
CRA44| generated by IoT infrastructure PF (alternative to CAM/DENM fror&Br&hannel, for

long ran@).
Tablel5 ¢ Car Sharing UC Requirements
ID Requirement description
CR28 Communication between the application hosted on the user device and the ser
center cloud
CR35 Communication between vehicle and Service center cloud

3.1.2.3 Gap analysis

IoT and ITS communication coexistence testiage imperative for stable and reliable
communication The objective iso accurately evaluate the autonomous vehicle devices' ability to
maintain the performance in the presence of alternate radio protocols, networks/devices density
and different weather and field environment conditions.is critical to understand the deits of
coexistence testing and how to performhibth accurately and efficientlyThe project recommends
that further funding be dedicated in the future to address this work at scale in different
environments and countries across Europe.
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3.2 Communication Probcols

On the base of the information collected in sectigrttils section provides list of the protocols to
be usal in order to support AD lothased Use Cases implementatidieinformation presented in
Section 3.2 is related to what has beemplementd in the various Pilot Sites.

For standard protocols, a reference to the standard documismrovided. This activithas been
carried out in coordination with task 5.5 activities.

For nonstandard protocols, the description of protocol (if not available on other sources) or a
reference to a description documerns provided. Since D1.8 is public no confidential data
provided.

3.2.1 CFIO and CFOI communicatmotocol (CAM oveét S Y LJ# & &S NJ & S Y LJI( &
DS2DbSig 2N AYDEB AN dNer YDProdemiBover Etherne)

The Versailles Pilot Site experiend®s been chosen as an example to describe houK V2
communication and the 10T approach could be used to aid the automated drivintidos.

Before going through the details, let us define some conceptsulihbe usedn the following sub
sections.

CFIOCAM From Inside to Outside.
CFQOICAM From Outside to Inside.

CfioApp and cfoiAppare programs developed by CEA, on basis of ASN1C compilesayee
software package and ETSI CAM specification, to handle BT O/&M features.

VFLEX Renault TWIZYobotized to perform Autonomous Driving (AD) capabilities. The partner
VEDECOM ihe Versailles PS provides three VFLEXs called VFLEX1, VFLEX2 and VFLEX3.

PCAD: onboard computer that handles AD capabilities to each VFLEADRCPAD2 and PC
AD3).

VBOARD Gateworks Ventana SBC (Single Board Computer) that implements connectivity
capabilities. It is equipped with four kinds of interfaces that enable to handle several 10T features to
enhance AD capabilities within each VFLEX (VBOARD1, VBOARD2, VBOARD?3), as described below.

IP-OBU Internet Protocol based On Board Unit, is a VBOARD.

BROQinterface is set here to simplify. It bridges:
1 Wi-Fi a/b/g/n interface that provides devices inside or outside the car WWh-Fi
connectivity
9 Ethernet interface that provides the VFLEX with connection to the VBOARD network. That
provides both IPv4rad IPv6 connection to the VFLEX.

FRONTinterface provides the VFLEX witRv6 over IEEE 802-0ICB(Out of Context of BSS)
connection to handle V2V communication with another VFLEX ahead.
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LTE(Long Term Evolution) is a MIMO interface that provides theEXFwith 4G connection in IPv4
for communication with Cloud and the Internet.
BRO

A —
—

REAR TOP FRONT
Figurel0: Gateworks Ventana SBC (VBOARD) embedded in each VFLEX

REARIinterface provides the VFLEX witRv6 over IEEE 802:0ICBconnection to handle V2V
communication with another VFLEX behind.

TOPis a MIMO interface that provides the VFLEX with three features:

1 CAMover IEEE 802.1QCB connectiono handle CAM (Cooperative Awareness Message)
sending through the abovmentioned &10O and CFOI communication protocols.

1 IPv6 over IEEE 802:0CB(or IPv4 over IEEE 802.110CB) connection to handle V2I
communication between a VFLEX amdRSU (Roadside Unit) connected to a traffic light
controller (TLC). The ETHERTYPE is 0x86DD.

1 BTP andGeoNetworking headers are empty and we are using a specific ETHERTYPE
(0x85B5).

D1.7 section 3, subsection 3.2.4.1.7 describes the concepts of IEEEQ@B11

VedeCAMis a software package developed by the partner VEDECOM to generate and read CAM
messages.

XERXML (Extensible Markup Language)coding Rule

UPERUnaligned Packelincoding Rule

3.2.1.1 HowcanCFIO and CFOI enhance the lIoT and AD Capabilities?

The CFIO/CFOI communication protocol relies on @AM over UDP ovdPv6 over802.1:OCB
(over Ethernet)and CAMover IEEE 802.1QCB. It offers capabilities necessary to Autonomous
Driving (AD) car to handle ETSI-GEcapabilities and to deal with athroad users (other cars,
bikes).

The car is seen as an 0T object that sends and consumes data. This data is used by the automated
functions to manage the platooning while interacting with the other connected actors of the use
case.

CFIO/CFOI also rdieon IPv4 connection. That allows sending CAM messages to an loT cloud
platform. CAMs available on the loT platform akoMulnerable Road Users (VRU) equipped with
Thingclass devices such as tabletspartphones, smart glasses, and smartwatch to detect the
presence of an AD car and to avoid accidents. In fact, tlibsggclass objects are not able to
generate or to receive CAMs directly. However, thanks to CFIO/CFOI, they are able to learn the
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